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10.1.1.0/30 (IPSectzZA> ) set security vpn ipsec ike-group IKE-1W proposal 1 dh-group '2'
set security vpn ipsec ike-group IKE-1W proposal 1 encryption 'aes256'
set security vpn ipsec ike-group IKE-1W proposal 1 hash 'shal’
set security vpn ipsec site-to-site peer 172.16.0.161 authentication pre-shared-secret 'test_key_1'
set security vpn ipsec site-to-site peer 172.16.0.161 ike-group 'IKE-1W'
set security vpn ipsec site-to-site peer 172.16.0.161 local-address ' 172.16.0.25 '
set security vpn ipsec site-to-site peer 172.16.0.161 vti bind 'vti0'
set security vpn ipsec site-to-site peer 172.16.0.161 vti esp-group 'ESP-1W'
set protocols static interface-route 192.168.2.0/24 next-hop-interface 'vti0'
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set security vpn ipsec site-to-site peer 172.16.0.25 ike-group 'IKE-1W'
set security vpn ipsec site-to-site peer 172.16.0.25 local-address ' 172.16.0.161 '
set security vpn ipsec site-to-site peer 172.16.0.25 vti bind 'vtiO'
set security vpn ipsec site-to-site peer 172.16.0.25 vti esp-group 'ESP-1W'
3 set protocols static interface-route 192.168.1.0/24 next-hop-interface 'vti0'
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Destination Address Type

@ Address Object (ONAT Object
Destination Address all -
Service ALL -
Action ACCEPT -
NAT
NAT mode

() Use Outgoing Interface Address (@ Use NAPT Object

NAPT Object Ports_SNAT ~ SNATHI(CERkUTeAT > T
Log ALL -
Comment
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moda A EE B EATa-OFFaAL
FSFEE 5 ] - r2—2 E=HULHIRE i
T—9HER

T 114 S

eration iPaas Powered by Informatica BI/BAY—iL TIBCO Spotfire

FAILRTA APTHSELSS

e HSORB—S— Ty ho—
FSHNI—H—F5y bIA—L Blue Prism Cloud JFaU5+
D3R/ Y—)—

NAI—) A —

Y- F7APIA—I

vSRX

avFiEm AbL—Y tFavza

Brocade 5600 vRouter

it comjuaeastmeni amessss e ipatiroBisies nameamenuzien— RAR—=TRIZATIA—

v

IA—Z FUT™M

TFR—3 RWAF

> Partner
, \l!'l"rc'ommunicaﬁons lGlot:‘aliIﬁL‘ast]es

Copyright © NTT Communications Corporation. All right reserved. 40



FIE@-2 VFWDA >4 — T T — 3B

1. TJ7A7I0A4—)L—ENSHRVFWZIEIR
2. J7ATIA=INAAIITIT—RITHNS, "WROA>AITT—AOEH| [v] &=
2UwZo0LT OTHILFRY NDO—=D01EER] Zi#EiR

= et e e | P ek 25

M A0vHE {F3HPFF  EnterpriseClud20 ZF7F—%
2 Rkl . O L P7FL 2 & S gy

By 5 L Z B& 2
dplsd 1 - - i DrAT DA =)A= T ATiRE v
dpdss - 2 - - i TrFr QAL b =DM ATER

> T Partner
, \I!TTCommunicatf’ons E:ggi%lngi'imfs:mgs.

Copyright © NTT Communications Corporation. All right reserved. 4 1



FNED-3 VFWDRTEZLE
(IPSec:z%EIEN)

e Global ICT Par‘tner'
T T Communications  irrovacive: reiiabie. seasiess. I

Copyright © NTT Communications Corporation. All right reserved. 42



FIE@-3 vVFWDEETEZE (IPSecDi%EENM)

Local ID&XtmIPeer ID%ZE —ESEBD2HIC TR ZNTE

FW-01
set security vpn ipsec site-to-site peer 172.16.0.161 authentication id '172.16.0.25'

FW-02
set security vpn ipsec site-to-site peer 172.16.0.25 authentication id 172.16.0.161

L —
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FIEG® M-FWDEE

https://sdpf.ntt.com/services/docs/network-based-

security/tutorials/rsts/security/operation/managed firewall utm v2/3110 interface single.

html
SDPFR—AILH 570X

J— I ANR— X% 1ER%. Smart Data Platform 7/R—&)LDAS v 1h— REE., FzFSFwv>a
M—R=2D—OAR-—X—EBEHED U—EXAZ31—1] #O0UvwOULET,

REQT—IAR—R

SOTest

%
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Managed Firewallz o Uw 2O UFET,
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FIEG® M-FWDEE

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,
Security Menu

Managed Firewall Order | Operation
Managed UTM

Managed WAF Order | Operation

Network-based Securi
Yy Managed Firewall(Version2) o Operationl

Managed UTM(Version2)

Managed WAF(Version2)
Managed Anti-Virus

Host-based Security Managed Virtual Patch Order | Operation
Managed Host-based Security Package
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FIEG® M-FWDEE

[U—EX]->[D—27J0—]-> [UTM Port Management] Z=2oUwod3E, >4 —
J 1T —AHEDFHBEmAMEEET .
> > 0)UiEgRkDI5E.  [Cluster Port Management] AU [Cluster Route Management] (34&EF
LEBEA .
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FIEG® M-FWDEE

BEHOREIFARY NI—DIEHRESBRIEE(C I DIE. HEXMRDT/I\A XTIV ITERLUT
[Get Network Info] #2Uw /2O UZEY,

® PORT_MNGT_NCS172

e e
AT—BA BN

¢ n - SAT2U—-
Aw7—37 Device 172 Backup completed successfully. Backup Status : ENDED Backup Message : BACKUP processed Backup Revisi--

[F R AF—HX] MEBRENFET . Get Network InfoDHX TN [H#RE] (CIRNUSIEERT T
g_o [GD_X‘]TFZﬁDT<7_:“é{/\O

BAUDART—HA

AT—8A BIR Bran 2]

2020-08-25 05:30:11 Get Network Info §
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FIEG® M-FWDEE

SREHRDT/INA &IV OTERLU., [Manage Interfaces] Z#2Uwvw 2O UEY,

UTM Port Management FyZam—K D=970- ArTJa-uULIEHTOCA

D-770-48 QP9  we

AF -7 4D
Loy ewvioe 172 Back ornpleded sucoessfialy. Back stus . ENDED Back Messoge . BACKUP processed Backup Rewvis

[Manage Interfaces] DBIEAHEEI . Port 2,3(E [Manage Interfaces] DEIEI(C(IFTR RSN
FtHA. REUMRONR—bZIOUVIOTEIRUT, [RE] 20UV IUEY,
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FEG® M-FWDEE

[Enable Port] ZF TV U FDEHEMBEANTEET,
BB A > M (Port4) DA SMEIFTFEICIRDET,
[RF] 20VwvoULFY. COEETREUZETITERT /A R(CBERASNFEE A,

MFW-01

il e

£

Port port4
bl — ©
Eresie rert Port4(Zf159 BIP7 RL-X
IP Address[CIDR] ~ 172.16.0.25/24
MTU Size 1500
Network 1d external_segment POFt4(:?§¥%?5*“J |\'j _07 I\ L X
Subnet Id 172.16.0.0/24 -
Port Id
Comment
MFW-02

=c

=

Port port4
Enable Port = n
e Port4(Cf45 3 BIPT RL-R
IP Address[CIDR] ~ 172.16.0.161/24
MTU Size 1500
Network Id external_segment Port4(C3Eft 9 2w NDJ—T07 RL- X
Subnet Id 172.16.0.0/24 -
Port Id

Comment
’N Global ICT Partner
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FEG® M-FWDEE

[Enable Port] ZF TV U FDEHEMBEANTEET,
HERZT A > M(PortS) DA SB[ TECICIRDFET .
[RF] 20VwvoULFY. COEETREUZETITERT /A R(CBERASNFEE A,

MFW-01

il e

£

Port port5
bl - ©
Sreeen Port4(CfH5 9 3IPF7 RL- R
1P Address{C!DR] 192.168.10.254/24
MTU Size 1500
Network Id net_seg_a POF’C4(:}§%%3_5;I.7\“J l\'j _07 |< I/Z
Subnet Id 192.168.10.0/24 -
Port Id
Comment
MFW-02

=c

=

Port port5
Enable Port = “
e Port4(Cf159 BIP77 RL-X
1P AddrESSfCIDR] 192.168.20.254/24
MTU Size 1500
Network 1d net_seg_b Port4(C#gkt 9 DRy hJ—TOF RL- X
Subnet Id 192.168.20.0/24 =
Port Id
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fERI B/R— NMEEHN ER TS5, Manage InterfacesBIE T [SET] &0V IULET,

Marage Inlarfeas ]

Port Enatde Port L - " MU Sbre Mofworw 1A Saphnet 14 Por 1 C nminea

1.0 35424 13500 temit |
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[FRD AT —HAIPRRENFET .

AT-FA BHISAE HTWR stk

ﬁﬁﬁﬁﬁﬁ A A d - s mos e e - - . . - arsih P .
2020-08-24 05:49:23 2020-08-24 05:49:26 IP Address inputs venneg successfu Y.
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~lE® M-FWDERTE

INRTCDAT—HFAN [FE] (CRNFEERTTY.

3253732

AT -84

Verdly IP Address
Inpruts

Croato Ports

“
- - - - - - -

Vot for UTM Ping
eachabity fredm

E
E*r
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R

2016-07-11 223242

2016-07-11 223246

2016-07-11 223246

2016-07-11 223547

2016-07-11 2238 52

2016-07-11 2236 58

2016071122371

2016-07-11 22.37.26

2016-07-11 223810

Lo

2016:07-11 223248

2016-07-11 223748

2016-07-11 223547

2016-07-11 223652

2016-07-11 22:36.58

20160711 22371

20160711 223726

201607112238 10

2016-07-11 223839

54

Device 724 shutdown Successhully

Token created successhully.
Toksn id : (Bedic05848942300088 1550280050

P Address inpuls venfied successhully

Pons detached successtully from the Server bb348814
Ch3b-447e-03a8-00M857 o300

Ports crealed successiully,

Port Id: lTT5e8-012-4937-abdc-e02eeecdalss
Portid: 09eeebfd-170c-4000-Baed-13005055024e
Partid” B010DIZI-ZCTI-4603-8003- 91787 c2ab1
Portld cB5d7Th30-J02c-4423-9TH5-829¢C1 383281
Pot1d: B2a30402-0202-4a83-ac0f-ColBcad3704(
Poit 1d. eS04097T-8e70-4197-94a5-383200430%00
Port 1d: 2a72235c-ab1i-4af0-a0a2- 1405226129

Ports atached successhully o the Server bb348914-
cb3b-4678-0830-06f397 celBed

Opensiack Server DDI4B914-CHAD-4678-
BEal-0LEI7 ce2dea started sUCCRSSMINY
Server Status | ACTIVE

TaskState . -

Power State | Running

1P Address 100.65.95 31 15 now reachable from M34,
PING Status - OK

Ports updated successfully on Forbgate Device 724

——-——-_._\\
‘Ql T Communications
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B FHESR

T7ATIA—)LD b3 VIRREHESR

FWO1(ipsec_a)

user-admin@vyatta: ~$ show vpn ipsec sa
Peer ID / IP Local ID / IP

172.16.0.161 192.168.10.25
Tunnel State Bytes Out/In  Encrypt Hash A-Time L-Time Proto

FWO02 (ipsec_b)

user-admin@vyatta: ~$ show vpn ipsec sa
Peer ID / IP Local ID / IP

172.16.0.25 192.168.20.161
Tunnel State Bytes Out/In  Encrypt Hash A-Time L-Time Proto

vti  up 504.0/588.0 aes256 shal 439 3600 all

Copyright © NTT Communications Corporation. All right reserved. 5 5
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B FHESR

T7ATITA—)LDVEIOA > 5T T — AYRRE
FWO01(IPsec-a)

user-admin@vyatta: ~$ show interfaces

Codes: S - State, L - Link, u - Up, D - Down, A - Admin Down
[nterface IP Address S/L Description
dp0s4 192.168.10.25/24 u/u

dp0s5 192.168.1.254/24 u/u

vtio 10.1.1.2/30 u/u

FW-02(IPsec-b)

user-admin@vyatta: ~$ show interfaces

Codes: S - State, L - Link, u - Up, D - Down, A - Admin Down
[nterface IP Address S/L Description
dp0s4 192.168.20.161/24 u/u

dp0s5 192.168.2.254/24 u/u

vtio 10.1.1.1/30 u/u

» o 1 1ICTP
_ N'T'T Communications ﬁngﬁﬁ._gﬁmﬂfﬂﬁf I
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B {FhtERS

RABH —/V(192.168.1.3)h S EDIRIEHY —/(192.168.2.3) (T3 L COdBERRE =T UE Ui,

ping

[test-user@ipsec-test-a ~]$ ping 192.168.2.3

PING 192.168.2.3 (192.168.2.3) 56(84) bytes of data.

64 bytes from 192.168.2.3: icmp_seqg=1 ttI=62 time=5.41 ms
64 bytes from 192.168.2.3: icmp_seq=2 ttI=62 time=3.19 ms
64 bytes from 192.168.2.3: icmp_seq=3 ttI=62 time=3.53 ms
64 bytes from 192.168.2.3: icmp_seqg=4 ttI=62 time=3.36 ms
64 bytes from 192.168.2.3: icmp_seq=>5 ttI=62 time=3.00 ms
~NC

--- 192.168.2.3 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 3.001/3.701/5.417/0.878 ms
[test-user@ipsec-test-a ~1$

L —
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B {FhE

EIL\J\

AT —)((192.168.1.3)MSxtmEODARIED —/((192.168.2.3)(Cx L COBEEHERZEITUE U,

ftp

[test-user@ipsec-test-a ~]$ ftp 192.168.2.3
Connected to 192.168.2.3 (192.168.2.3).

220 (vsFTPd 3.0.2)

Name (192.168.2.3:test-user):

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>

ftp> dir

227 Entering Passive Mode (192,168,2,3,229,173).
150 Here comes the directory listing.

226 Directory send OK.

ftp>

ftp> put test_file

local: test_file remote: test_file

227 Entering Passive Mode (192,168,2,3,178,172).
150 Ok to send data.

226 Transfer complete.

ftp>

ftp> dir

227 Entering Passive Mode (192,168,2,3,223,247).
150 Here comes the directory listing.

-rw-r--r-- 1 1001 1001 19 Jul 15 13:00 test_file
226 Directory send OK.

ftp>

ftp> bye

221 Goodbye.
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