274147 TA—)L(VFW 5600
vRouter)m»©SManaged Firewall IPsec
NDIZMC KDY AT L ERTE(ES >
7 )LAERK)

H1hR



SEXTfERE
A mEAE B

2018/07/23

B Global ICT Partner
¢Trcmmunlcatm5 Innovative. Reliable, Seamle I

Copyright © NTT Communications Corporation. All right reserved. 2



RISt

" 4 = Global ICT Partner
< mrrcommun’catfons Innovative. Reliable. Seamless.
—

Copyright © NTT Communications Corporation. All right reserved. 3



AIIESRAT

m J 741 7J4—)b(Brocade 5600 vRouter)(BIF. vFW)H 5Managed Firewall(BlF. M-
FW)IPsecANDIIMRICLDNA I L EMAETT
- Internet-GW, O— RS> H—, WebH—/\—Ds&XTEZEE (RoutingZEFH) (IRELIRWNVT—XATT,

- VFWTHIBUTWBRY R DJ—D0%ZM-FWARFITERXET,
= VFWTHIB U TWLWBRY NDO—DDIEGERFEFENS. M-FWADMITEXFT TEC. BIEW
MEENELET,

XEBRMREIZIT > T SBITZRES T,

g —
== Global ICT Partner
wmrrcommumcatfons Innovative “Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 4



e
/I,%\E_EIE

- InternetifEHTIPsecz CHIFA SN BR. M-FWDInternet GatewaymZIFIC TS A RX— NP7 RL X%
DY TIEHZS. Internet Gateway EM-FWDRIICNATH Z:Z C FHRIEK MEN TS VVET,
FIETFEODBEHEWZIHENTETNET,

- M-FW/UTMFE CIPDiER 4 (CRIEIRVLNC &
- Initiatorn”*SRespondersE (CUDP//R— R&S:500. UDP//R— h&S:4500. IP/J0O RJLES:50
MEEHFa SN TS &,

REMHETRITESINDIBE. BEHEEEIC T, InternetfHATIPsecBENERDIBHAHRLIE LT
BITUTTFELY,

g —
. o Global ICT Partner
;Nrrcommun'catfons Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 5



B D IOMRIT I 0O—

g —
> i 1 1 ICT Partner
N‘rrcommun,catfons Eng?:%e. REIiaMeéSeEml:ess.

Copyright © NTT Communications Corporation. All right reserved. 6



wiTRiEm (VFWiEAK)

_:'— — e

Internet-GW
stb .220

Internet-GW
stb .204

|
&5 &5

VRID 1 VRID 1

153.254.93.1.92/28 (S EBET A2 R) . 153.254.93.208/28 (44 &8t A > ) VIP .222 .
dp0s4 .199 dp0s4 .218
ses -
VIW-01 s ma VFW-02 e aa
[ 1 1 | [ 1 1 |
dp0s5 .253 dp0s5 .253
192.168.10.0/24 (LBEF A2 k) 192.168.30.0/24 (LBE4 A k)
1/1.6 1/1.6
VPX-01 VPX-02
1/2 .6 — = 1/2 .6 = =
172.16.10.0/24_(H—_t 5 4 > 1) = e 172.16.20.0/24 (H—nRE5 4 k) | — —
[ L I | .} I
http-vserver https-vserver 1 http-vserver https-vserver
1 192.168.10.200 192.168.10.201 192.168.20.200 192.168.20.201
Web-server-02

G Web-server-01

T TPsec BEOHHFALTHOFT,

- VFWODERTERB ZRDR—Z ([CEEEH B UFET

Copyright © NTT Communications Corporation. All right reserved. 7 1\

e N
- VFWIL—)LIZANER I A > RO \SDBEIFE TIES U,
Web-server-01/Web-server-02fMDHTTP/HTTPS

- LBORBB SN —F I —N—ZRELTHETFT,

"ther

leamless.




BiTRIER (VFWiERL)

VFW-01(IPsec)D:%E

set interfaces vti vtiO address '10.0.20.1/30'

set security vpn ipsec esp-group ESP-1W lifetime '3600'

set security vpn ipsec esp-group ESP-1W proposal 1 encryption 'aes256'
set security vpn ipsec esp-group ESP-1W proposal 1 hash 'sha2_256'
set security vpn ipsec ike-group IKE-1W lifetime '28800'

set security vpn ipsec ike-group IKE-1W proposal 1 dh-group '14'

set security vpn ipsec ike-group IKE-1W proposal 1 encryption 'aes256'
set security vpn ipsec ike-group IKE-1W proposal 1 hash 'sha2_256'

set security vpn ipsec site-to-site peer 153.254.93.218 authentication pre-shared-secret 'examplekey000'

set security vpn ipsec site-to-site peer 153.254.93.218 ike-group 'IKE-1W'

set security vpn ipsec site-to-site peer 153.254.93.218 local-address '153.254.93.199'

set security vpn ipsec site-to-site peer 153.254.93.218 vti bind 'vti0'
set security vpn ipsec site-to-site peer 153.254.93.218 vti esp-group 'ESP-1W’
set protocols static interface-route 192.168.30.0/24 next-hop-interface 'vti0'

VFW-01(IPsecT « LY —)DEHE

set security firewall name From-Tunnel default-action 'drop'

set security firewall name From-Tunnel rule 10 action 'accept’

set security firewall name From-Tunnel rule 10 protocol 'tcp'

set security firewall name From-Tunnel rule 10 source address '172.16.20.1"

set security firewall name From-Tunnel rule 10 source port '80'

set security firewall name From-Tunnel rule 20 action 'accept’

set security firewall name From-Tunnel rule 20 protocol 'tcp'

set security firewall name From-Tunnel rule 20 source address '172.16.20.1"

set security firewall name From-Tunnel rule 20 source port '443'

set security firewall name From-Tunnel rule 30 action 'accept’

set security firewall name From-Tunnel rule 30 protocol 'tcp'

set security firewall name From-Tunnel rule 30 source address '192.168.30.200'
set security firewall name From-Tunnel rule 30 source port '80'

set security firewall name From-Tunnel rule 40 action 'accept’

set security firewall name From-Tunnel rule 40 protocol 'tcp'

set security firewall name From-Tunnel rule 40 source address '192.168.30.201'
set security firewall name From-Tunnel rule 40 source port '443'

set security firewall name To-Tunnel default-action 'drop’

set security firewall name To-Tunnel rule 10 action 'accept’

set security firewall name To-Tunnel rule 10 protocol 'tcp'

set security firewall name To-Tunnel rule 10 source address '172.16.10.1"
set security firewall name To-Tunnel rule 10 source port '80'

set security firewall name To-Tunnel rule 20 action 'accept’

set security firewall name To-Tunnel rule 20 protocol 'tcp'

set security firewall name To-Tunnel rule 20 source address '172.16.10.1"
set security firewall name To-Tunnel rule 20 source port '443'

set security firewall name To-Tunnel rule 30 action 'accept’

set security firewall name To-Tunnel rule 30 protocol 'tcp'

set security firewall name To-Tunnel rule 30 source address '192.168.10.200'

set security firewall name To-Tunnel rule 30 source port '80'
set security firewall name To-Tunnel rule 40 action 'accept’
set security firewall name To-Tunnel rule 40 protocol 'tcp'

set security firewall name To-Tunnel rule 40 source address '192.168.10.201"

set security firewall name To-Tunnel rule 40 source port '443'
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wiTRiEm (VFWiEAK)

VFW-01 J7A 7P OA =)L T 1 LI —DHE

set security firewall name From-Internet default-action 'drop'

set security firewall name From-Internet rule 10 action 'accept’

set security firewall name From-Internet rule 10 protocol 'esp’

set security firewall name From-Internet rule 10 source address '153.254.93.218'
set security firewall name From-Internet rule 20 action 'accept’

set security firewall name From-Internet rule 20 protocol 'udp'

set security firewall name From-Internet rule 20 source address '153.254.93.218'
set security firewall name From-Internet rule 20 source port '500'

set security firewall name From-Internet rule 30 action 'accept’

set security firewall name From-Internet rule 30 protocol 'tcp’

set security firewall name From-Internet rule 30 source address '153.254.93.218'
set security firewall name From-Internet rule 30 source port '1293'

set security firewall name From-Internet rule 40 action 'accept’

set security firewall name From-Internet rule 40 protocol 'udp'

set security firewall name From-Internet rule 40 source address '153.254.93.218'
set security firewall name From-Internet rule 40 source port '1293'

set security firewall name From-Internet rule 50 action 'accept’

set security firewall name From-Internet rule 50 protocol 'udp'

set security firewall name From-Internet rule 50 source address '153.254.93.218'
set security firewall name From-Internet rule 50 source port '50'

set security firewall name From-Internet rule 60 action 'accept’

set security firewall name From-Internet rule 60 protocol 'tcp’

set security firewall name From-Internet rule 60 source address '153.254.93.218'
set security firewall name From-Internet rule 60 source port '50'

Copyright © NTT Communications Corporation. All right reserved.

set security firewall name To-Internet default-action 'drop'

set security firewall name To-Internet rule 10 action 'accept’

set security firewall name To-Internet rule 10 protocol 'esp’

set security firewall name To-Internet rule 10 source address '153.254.93.199'
set security firewall name To-Internet rule 20 action 'accept’

set security firewall name To-Internet rule 20 protocol 'udp'

set security firewall name To-Internet rule 20 source address '153.254.93.199'
set security firewall name To-Internet rule 20 source port '500'

set security firewall name To-Internet rule 30 action 'accept’

set security firewall name To-Internet rule 30 protocol 'tcp'

set security firewall name To-Internet rule 30 source address '153.254.93.199'
set security firewall name To-Internet rule 30 source port '1293'

set security firewall name To-Internet rule 40 action 'accept’

set security firewall name To-Internet rule 40 protocol 'udp'

set security firewall name To-Internet rule 40 source address '153.254.93.199'
set security firewall name To-Internet rule 40 source port '1293'

set security firewall name To-Internet rule 50 action 'accept’

set security firewall name To-Internet rule 50 protocol 'udp'

set security firewall name To-Internet rule 50 source address '153.254.93.199'
set security firewall name To-Internet rule 50 source port '50'

set security firewall name To-Internet rule 60 action 'accept’

set security firewall name To-Internet rule 60 protocol 'tcp'

set security firewall name To-Internet rule 60 source address '153.254.93.199'
set security firewall name To-Internet rule 60 source port '50'
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BiTRIER (VFWiERL)

VFW-03(IPsec)D:%E

Set interfaces vti vtiO address ‘10.0.20.2/30'

set security vpn ipsec esp-group ESP-1W lifetime '3600'

set security vpn ipsec esp-group ESP-1W proposal 1 encryption 'aes256'
set security vpn ipsec esp-group ESP-1W proposal 1 hash 'sha2_256'
set security vpn ipsec ike-group IKE-1W lifetime '28800'

set security vpn ipsec ike-group IKE-1W proposal 1 dh-group '14'

set security vpn ipsec ike-group IKE-1W proposal 1 encryption 'aes256'
set security vpn ipsec ike-group IKE-1W proposal 1 hash 'sha2_256'

set security vpn ipsec site-to-site peer 153.254.93.199 authentication pre-shared-secret 'examplekey000'

set security vpn ipsec site-to-site peer 153.254.93.199 ike-group 'IKE-1W'

set security vpn ipsec site-to-site peer 153.254.93.199 local-address '153.254.93.218'

set security vpn ipsec site-to-site peer 153.254.93.199 vti bind 'vti0'
set security vpn ipsec site-to-site peer 153.254.93.199 vti esp-group 'ESP-1W’
set protocols static interface-route 192.168.10.0/24 next-hop-interface 'vti0'

VFW-03(IPsecT « LY —)DEHE

set security firewall name From-Tunnel default-action 'drop'

set security firewall name From-Tunnel rule 10 action 'accept’

set security firewall name From-Tunnel rule 10 protocol 'tcp'

set security firewall name From-Tunnel rule 10 source address '172.16.10.1"
set security firewall name From-Tunnel rule 10 source port '80'

set security firewall name From-Tunnel rule 20 action 'accept’

set security firewall name From-Tunnel rule 20 protocol 'tcp'

set security firewall name From-Tunnel rule 20 source address '172.16.10.1"

set security firewall name From-Tunnel rule 20 source port '443'

set security firewall name From-Tunnel rule 30 action 'accept’

set security firewall name From-Tunnel rule 30 protocol 'tcp'

set security firewall name From-Tunnel rule 30 source address '192.168.10.200'
set security firewall name From-Tunnel rule 30 source port '80'

set security firewall name From-Tunnel rule 40 action 'accept’

set security firewall name From-Tunnel rule 40 protocol 'tcp'

set security firewall name From-Tunnel rule 40 source address '192.168.10.201'
set security firewall name From-Tunnel rule 40 source port '443'

set security firewall name To-Tunnel default-action 'drop’

set security firewall name To-Tunnel rule 10 action 'accept’

set security firewall name To-Tunnel rule 10 protocol 'tcp'

set security firewall name To-Tunnel rule 10 source address '172.16.30.1"
set security firewall name To-Tunnel rule 10 source port '80'

set security firewall name To-Tunnel rule 20 action 'accept’

set security firewall name To-Tunnel rule 20 protocol 'tcp'

set security firewall name To-Tunnel rule 20 source address '172.16.30.1"
set security firewall name To-Tunnel rule 20 source port '443'

set security firewall name To-Tunnel rule 30 action 'accept’

set security firewall name To-Tunnel rule 30 protocol 'tcp'

set security firewall name To-Tunnel rule 30 source address '192.168.30.200'

set security firewall name To-Tunnel rule 30 source port '80'
set security firewall name To-Tunnel rule 40 action 'accept’
set security firewall name To-Tunnel rule 40 protocol 'tcp'

set security firewall name To-Tunnel rule 40 source address '192.168.30.201"

set security firewall name To-Tunnel rule 40 source port '443'
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VFW-03 I 7A 7 A4 —)LT 1 LY —DEE

set security firewall name From-Internet default-action 'drop'

set security firewall name From-Internet rule 10 action 'accept’

set security firewall name From-Internet rule 10 protocol 'esp’

set security firewall name From-Internet rule 10 source address '153.254.93.199'
set security firewall name From-Internet rule 20 action 'accept’

set security firewall name From-Internet rule 20 protocol 'udp'

set security firewall name From-Internet rule 20 source address '153.254.93.199'
set security firewall name From-Internet rule 20 source port '500'

set security firewall name From-Internet rule 30 action 'accept’

set security firewall name From-Internet rule 30 protocol 'tcp’

set security firewall name From-Internet rule 30 source address '153.254.93.199'
set security firewall name From-Internet rule 30 source port '1293'

set security firewall name From-Internet rule 40 action 'accept’

set security firewall name From-Internet rule 40 protocol 'udp'

set security firewall name From-Internet rule 40 source address '153.254.93.199'
set security firewall name From-Internet rule 40 source port '1293'

set security firewall name From-Internet rule 50 action 'accept’

set security firewall name From-Internet rule 50 protocol 'udp'

set security firewall name From-Internet rule 50 source address '153.254.93.199'
set security firewall name From-Internet rule 50 source port '50'

set security firewall name From-Internet rule 60 action 'accept’

set security firewall name From-Internet rule 60 protocol 'tcp’

set security firewall name From-Internet rule 60 source address '153.254.93.199'
set security firewall name From-Internet rule 60 source port '50'

Copyright © NTT Communications Corporation. All right reserved.
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set security firewall name To-Internet default-action 'drop'

set security firewall name To-Internet rule 10 action 'accept’

set security firewall name To-Internet rule 10 protocol 'esp’

set security firewall name To-Internet rule 10 source address '153.254.93.218'
set security firewall name To-Internet rule 20 action 'accept’

set security firewall name To-Internet rule 20 protocol 'udp'

set security firewall name To-Internet rule 20 source address '153.254.93.218'
set security firewall name To-Internet rule 20 source port '500'

set security firewall name To-Internet rule 30 action 'accept’

set security firewall name To-Internet rule 30 protocol 'tcp'

set security firewall name To-Internet rule 30 source address '153.254.93.218'
set security firewall name To-Internet rule 30 source port '1293'

set security firewall name To-Internet rule 40 action 'accept’

set security firewall name To-Internet rule 40 protocol 'udp'

set security firewall name To-Internet rule 40 source address '153.254.93.218'
set security firewall name To-Internet rule 40 source port '1293'

set security firewall name To-Internet rule 50 action 'accept’

set security firewall name To-Internet rule 50 protocol 'udp'

set security firewall name To-Internet rule 50 source address '153.254.93.218'
set security firewall name To-Internet rule 50 source port '50'

set security firewall name To-Internet rule 60 action 'accept’

set security firewall name To-Internet rule 60 protocol 'tcp'

set security firewall name To-Internet rule 60 source address '153.254.93.218'
set security firewall name To-Internet rule 60 source port '50'

NT T Communications Slobal ICT Fartner

Innovative. Reliable. Seamless.



BATEFER O

—

Internet

—

——

Internet-GW
stb .204

|
&

Internet-GW
stb .220

&5

] VRID 1 ) VRID 1
153.254.93.1.92/28 NEBET AR VIP .206 Py 153.254.93.208/28 (st S A > b+ 0 vie 222 Y
dp0Os4 .199 dpOs4 .218
aw
VvFW-01 =.= M-FW01 VIW-02 eaee 0 M-FW02
1 ] ) E@a
dp0s5 .253 dp0s5 .253
192.168.10.0/24 (LBEF * > k) 192.168.30.0/24 (LBE& A 1)
1/1.6 1/1.6
VPX-01 VPX-02
1/2 .6 — = 1/2 .6 — ==
172.16.10.0/24_(H—\£5 A 2 k) — 172.16.20.0/24 (H—\£5 A2 k) | — —
. S— — I L] [}
http-vserver https-vserver 1 http-vserver https-vserver
1 192.168.10.200 192.168.10.201 192.168.20.200 192.168.20.201
: Web-server-02
Web-server-01
4 . N
FlIEDO M-FWEHAFH
FIE@ M-FWEEEIRA
_ S i
1 IPsec LI)L—F+ 2 URIE
2:1PSectzwv >+ > UKIE
. = Ao Global ICT Partner
Bt IpseC)li T ;QERE Innovative. Reliable, Seamless.
_ . _ _ 4:1PSec/hU > —E%7E
Copyright © NTT Communications Corporation. All right reserved. L J




BATHFERQ

Int t
| o e >
Internet-GW Internet-GW Internet-GW Internet-GW
act .205 stb .204 act .221 stb .220
VRID 1
e VRID 1
153-254-9.3-192/28 (HaEfE T A2 +) VIP .206 ° 153.254.93.208/28 (5+#£5 A M) yip 222 °
ses 11
VFW-01 aee M-FWO01 VFW-02 mae v M-FW02
see sea
192.168.10.0/24 (LBEF * > 1) 192.168.30.0/24 (LBE5 A > )
1/1 .6 1/1 .6
VPX-01 VPX-02
/2.6 — — 1/2 .6 = =
172.16.10.0/24 (H—/3EF A2 F) I — -— 172.16.20.0/24 (H—n£5 A2 k) | —
I L] - _—

l http-vserver
1

192.168.10.200 192.168.10.201

https-vserver

G Web-server-01

Copyright © NTT Communications Corporation. All right reserved.

1

Web-server-02

http-vserver https-vserver
192.168.20.200 192.168.20.201

FIEQ VFWDsEEZEE
1. IFtI (GBISHERFELE)

e miiiiai

13

ErEFME - 30 EE
(RAIE)

Global ICT Partner

Innovative. Reliable. Seamless.




BATHFER D

Internet

>

4 —
Internet-GW Internet-GW Internet-G Internet-GW
act .205 stb .204 act .221 stb .220
- D
153-254-9.3-192/28 (AT ) P 206 ° 153.254.93.208/28 (##t7A~H) | yipa °
\ port4 .199 port4 .218
aee L 1 1 |
VFW-01 me. M-FW01 VFW-02 mee M-FW02
s Port5 .253 e Port5 .253
192.168.10.0/24 (LBt 54 ) 192.168.30.0/24 (LB£% 4> I)
1/1 .6 1/1 .6
VPX-01
1/2 .6

172.16.10.0/24 (Y—n\tF A2 k)

g 3

1

.| IPsec

Copyright © NTT Communications Corporation. All right reserved.

G Web-server-01

http-vserver https-vserver
192.168.10.200 192.168.10.201

172.16.20.0/24 (—n~\EF A2 k) |

VPX-02
/2.6 —
) —
-

1

Web-server-02

http-vserver https-vserver
192.168.20.200 192.168.20.201

ErEFME - 30 EE
(RAIE)

FlE® M-FWEETE
1. IFERE(IPY R LX) & XK ((BISHREHE)

2. IPsecVPNYREEMESR

obal ICT Partner

_Jovative. Reliable. Seamless.

14



¥175C THERK (Managed Firewall#&ak)

I 1€
. —
4 —
Internet-GW, Internet-GW Internet-G Internet-GW
act .205 stb .204 act .221 stb .220
. ID
153-254-9.3192/28 (HEET A k) 206 ° 153.254.93..208/28 EesAv M) vl °
\ port4 .199 port4 .218
L 1 1} e
VFW-01 mea M-FWO01 VIW-02 oee M-FW02
wue Port5 .253 wew Port5 .253
192.168.10.0/24 (LB A > F) 192.168.30.0/24 (LBE5 A2 k)
1/1.6 1/1.6
VPX-01 VPX-02
1/2 .6 = - 1/2..6 — =
N S . [ ___«] L] N SN [ ] ¢}
172.16.10.0/24 (Y—\tH A1) I — == 172.16.20.0/24 (=€ T A2 ) | — —
@ — — O | —3 =
l http-vserver https-vserver 1 http-vserver https-vserver
192.168.10.200 192.168.10.201 192.168.20.200 192.168.20.201
Web-server-02

1
G Web-server-01

.| IPsec

sy Global ICT Partner
\\!rrcommun'catmns Innovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 1 5



7
N2

FIE® Managed Firewall

g —
. i Global ICT Partner
;Nrrcommun'catfons Innovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 1 6



FIEO M-FWE LiAd+

TRV > oRSEBO L. S0 UEBROBERUIAHFEDFENWZUET,
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/order/managed firewall utm v2/order new_single.html

SDPFR—AILH 57Ot X
J— D ANR— X %1ERE. Smart Data Platform 7/R—4)LDAS W< 17h— REE., F/=(F45 W
SaAR—R=2D—OZR—-I—EEHAED Y—EXAZ1—] #0UvwOUZET,

REDT—DPANR—R

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

JTTCommunications E:gb?l ICT Partner

ative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 1 7



FIEO M-FWE LiAd+

Managed Firewall(Version2)® [Order] Z20Uw 2 UTLEEUN,

Security Menu

Managed Firewall Order
Managed UTM

Managed WAF

Network-based Securi
or SCUNY  Managed Firewall(Version2)

Managed UTM(Version2)

Managed WAF(Version2)

Managed Anti-Virus
Host-based Security Managed Virtual Patch Order
Managed Host-based Security Package

ERIATERIIC 55\ BN 'R < 200,
tXal)T4

EAFERI =) irz:8m =

HERUVIAHDEDAIMEIFEICRADET,

Device Information (-]
ATa— s Ak S bl =)
Managed Firewal f 2CPU-4GB f Single f S E|

;\!TTCommunicaﬁons ﬁfﬁﬂiliﬂfﬁﬂg

Copyright © NTT Communications Corporation. All right reserved. 1 8



il
[T

IE@-1 M-FWOsRTE
OL—F 4 22 DEETE

g —
i Global ICT Partner
errcommun'catfons Innovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 1 9



FNED-1 M-FWDETE
(L=« > DETE)

I—F 4 T DEEFTTRRECELSZSL,

https://sdpf.ntt.com/services/docs/network-based-

security/tutorials/rsts/security/operation/managed firewall utm v2/4210 routing single
.html

SDPFR—ZILH 57Ot R
J— D ANR— % 1ERE. Smart Data Platform 7/R—4)LDAS W< 17h— REE. F/=(F45 W
TaAR—R=2D—OZR-I—EEHAED Y—EXAZ1—] #0UvwOUET,

REDT—DPANR—R

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

JTTCommunications Elobal ICT Partner

novative. Reliable. Seamless.
Copyright © NTT Communications Corporation. All right reserved. 20



FlE@-1 M-FWDEETE
OL—F« > DEETE)

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,

Security Menu

Managed Firewall

Operation
Managed UTM

Managed WAF Order | Operation
Network-based Security

Operation

Managed Firewall(Version2)
Managed UTM(Version2)

Managed WAF(Version2) m

Managed Anti-Virus

Order Operation
Managed Host-based Security Package

Host-based Security Managed Virtual Patch

’" Global ICT Partner

\TTCommum'caﬁons Innovative. Reliable, Seamless.

Copyright © NTT Communications Corporation. All right reserved. 2 1



FIED-1 M-FWDBRTE
L=« > DFETE)
15/ 2] BBNTNDDT/ A ZEET Uy I LET,

N
FIAR 07 &LiK—k H—ER HAAIY—-7AZFAI Fov hER

FINAT A A—LINE— v EUBA

HARTF HAZF—% 2 L b

jp3_zonel-groupa
jp3_zonel-groupa

BEARDO (D200 20Uy IUFET,
EEE—————
FIA R o7 &Lii—h H—EZ NRIN—TOAT 71 FoyhEE

@ FW/UTM B EE oy

FIA A [ FW/UTM

CAIRMANDMN ==

BEAILAIOAT ST MEEMS Routing Zo0Uw I ULET,
AT O - Networking ~ Routing

Routlng
“ LuNetworkmg = EBH
gainterface z=2
g3Routing ID
4 = Firawall Palirwv /—'\
\l!‘l"l'c.'ommumcatrons lGloE)ﬂal IRC1I1;bIPa:. E:: es!' I

Copyright © NTT Communications Corporation. All right reserved. 22



FED-1 M-FWDETE
L=« > DEETE)
REMBZANDLT., REF] Z0UvDOULFT

SEZFCIC. M-FWO1DREIEZEHLET .
Internet GWZST I AL KT — DT A E U CERET DITHDANMEFE. FECADFT,

ATk X

ID 1
Destination IP 9.0.0.0
Subnet Mask  0.0.0.0

Gateway 153.254.93.206 Internet GW(F I AL Ko — D T )DVIP
Interface Port4 -
Comment B 5EPort

—— 3

7% sy Global ICT Partner
\!Trcommun'catmns Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 23



FlED-1 M-FWDHTE
(L—F 1 2D DERIE)
[EEDRE] #IUvIUT, REET/ A INBALET.

TIAADSOBRN ZTEORTF  ZEOWR

> e P,
J‘I'TCommunicaﬁons IGlot:!alIrEL‘aerr]ne:'

Copyright © NTT Communications Corporation. All right reserved. 24



=JLr—==—

—“ @ 2 M FWODDR}\
7Y T+ > DESIE)

(IPsec

—
g pit Global ICT Partner
Nrrcommun'catfons Innovative. Reliable. Seamless.

25



FNED-2 M-FWDETE
(IPsectzw T+ 27 DEIE)

IPsectw T« > DEEFTERECELZSU,

https://sdpf.ntt.com/services/docs/network-based-

security/tutorials/rsts/security/operation/managed firewall utm v2/4901 ipsec configu
ration.html

SDPFR—ZILH 57Ot R
J— D ANR— % 1ERE. Smart Data Platform 7/R—4)LDAS W< 17h— REE. F/=(F45 W
TaAR—R=2D—OZR-I—EEHAED Y—EXAZ1—] #0UvwOUET,

REDT—IAR—R I—n 7Y

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

> i lobal ICT P
NT T Communications FOH?S:masﬂ?e:
——

Copyright © NTT Communications Corporation. All right reserved. 26



FIED-2 M-FWDESTE
(IPsectzw 7« > 2J DEHTE)

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,
Security Menu

Managed Firewall Order | Operation
Managed UTM
Network-based Security

Managed Firewall(Version2) order | Operation
Managed UTM(Version2)

Managed WAF(Version2) Operation

Managed Anti-Virus
Host-based Security Managed Virtual Patch Order | Operation
Managed Host-based Security Package

’" Global ICT Partner

\TTCommunicaﬁons Innovative. Reliable, Seamless.

Copyright © NTT Communications Corporation. All right reserved. 27



[ )\ A R] VNI NHDTNNA R ZH5IIUYYIULET,

EEE———
FIAR 07 &LK—h H—ER HAAIY—-7AZFAI Fov hER

FINAT A A-LINI— v BUBA

HARTF HAZF—% 2 i

jp3_zonel-groupa

jp3_zonel-groupa

EEARID [O>2J001 20 )y OULFET,

EEE———
FIA R avs&Lii—hk H#—ER HRIRY—7AT 71 Frv hEE

@ FWUTM s am oy

FIMMA [ FW/UTM

CARINMH ==

Copyright © NTT Communications Corporation. All right reserved. 28

FIED-2 M-FWDESTE
(IPsectzw 7« > 2J DEHTE)

NT T Communications
\

Global ICT Partner

Innovative. Reliable. Seamless.




FlED-2 M-FWDZTE

(IPsectzw 7« > 2J DEHTE)
BEEBIDA TS T4 NEEHS IPsec VPN 2w I LET.,

ATk » IPsec VPN - IPsec Setting
EBEmAMRID IPsec Setting BIEC LEN] Z20UwvOULET.

Networking

> Firewall Policy

(> Address Phase1
> NAT Object Name Interface Proposal D
> Service
4 (> IPsec VPN
IPsec Setting

IPsec Routing
IPsec Policy

Copyright © NTT Communications Corporation. All right reserved. 29

Global ICT Partner

Jrrcommunications Innovative. Reliable. Seamless.



FIER-2 M-FWODESTE

(IPsecttw T« > DEETE
EEARID GEM] 22w L. IPseclbe THAT B/ (SA—%EELET.
S EIHESE & DRI VPN wzwafﬁﬁwm%@laﬁ%m BEDSRERRUET,

Pre-Shared Key(3#El#% A&, EES{LSNET,
SEFXTIC. M-FW010D3 Eﬁ’&ﬂ*&zbi@“

ATSxIH

L, Tunnel(CHRAT 1T BIF

Phasel‘d@fﬁ?%Proposal
T Phasel T{#ER 9 3DHIIL—T

Remote Gateway 153.254.93.218

- = S EHERRDIPT RLZ
¥ s S E3s & HHBDF—
[+
st PhaseZ‘Cﬁﬁﬁ?%Proposal
Phase2 C{EFRI9 S Proposal
------ AT Tcommunicatons SIS0 ST Partner
Gopyright © NTT Communications Corporation. All right reserved. m]




FED-2 M-FWDFHTE
(IPsectzw 7« > DEIE)
IBEDRE] 2OUYIUT, REET) A INERLET.

TIAZABSORN ZTEORF  REOWE

> - 5 P
JTTCommunicaﬁons Floﬁ?”ﬁlmaﬁ?ef

Copyright © NTT Communications Corporation. All right reserved. 3 1



=JLr=—

_::—” @ 3 M- FWODDR}\_
(IPSec)L—F« > D%

32

tions Corporation. All right reserved.

Copyright © NTT Communica

iE )

g ——
Global ICT Partner

NTTCommumcatfons Tnhovative ~Wellable, Suanlass,



FEQ-3 M-FWDETE
(IPsec)L—F+ > DEETE)

IPsec)L—F« > DFEFTERECELZSUN,
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/operation/managed firewall utm v2/4902 ipsec routing.h
tml

SDPFiR—ZILH\ 57 IO1R

) — /) ZNR— X %1&3R%. Smart Data Platform ;R—4)LDA W S 1 /Rh— REE. F/EFSwvSa
M—R=2TD—O0AR-A—EBBED [b—EXAZ1—] ZO0UvOUET,

REDT—DANR—R D—HAA—FYIOBR

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

> i lobal ICT P
NT T Communications FOH?S:masﬂ?e:
——

Copyright © NTT Communications Corporation. All right reserved. 33



FlED-3 M-FWODETE
(IPsec)L—F+ > DHTE)

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,
Security Menu

Managed Firewall Order | Operation
Managed UTM
Network-based Security

Managed Firewall(Version2) order | Operation
Managed UTM(Version2)

Managed WAF(Version2) Operation

Managed Anti-Virus
Host-based Security Managed Virtual Patch Order | Operation
Managed Host-based Security Package

’" Global ICT Partner

\TTCommunicaﬁons Innovative. Reliable, Seamless.

Copyright © NTT Communications Corporation. All right reserved. 34



[ )\ A R] VNI NHDTNNA R ZH5IIUYYIULET,

EEE———
FIAR 07 &LK—h H—ER HAAIY—-7AZFAI Fov hER

FINAT A A-LINI— v BUBA

HARTF HAZF—% 2 i

jp3_zonel-groupa

jp3_zonel-groupa

EEARID [O>2J001 20 )y OULFET,

EEE———
FIA R avs&Lii—hk H#—ER HNAFY=7A7 71 Frv hEE

@ FWUTM s m oy

FIMMA [ FW/UTM

CARINMH ==

Copyright © NTT Communications Corporation. All right reserved. 3 5

FIE@-3 M-FWODERTE
(IPsec)L—F« > I DEETE)

NT T Communications
\

Global ICT Partner

Innovative. Reliable. Seamless.




FIE@-3 M-FWDEETE
(IPsec)L—F+ > DEXIE)
BEAEROAT ST NEEHS IPsec VPN 22U w I LET.

A1k » IPsec VPN - IPsec Routing
EEmAMHID IPsec RoutingEE T LEM] Z0UwIULERT,

> Networking

e A

> Firewall Policy
(»Address 1D Destination IP Subnet |
> NAT Object
&> Service
4 B IPsec VPN
IPsec Setting
IPsec Routing
IPsec Policy

> e P,
J‘I'TCommunicaﬁons IGlot:!alIrEL‘aerr]ne:'

Copyright © NTT Communications Corporation. All right reserved. 36



FlED-3 M-FWODETE
(IPsec)L—F+ > DHTE)

IPsec Setting (IPsecs%TE) THERKUTEVPN M RILFEICR AT v IL— b ZEREUET,
RIER [REF] Z0Uw O LTS,

Black hole Routing/h' Disable] D&, CDIL—F4 2T =REKFEIDRRKILA2AF—TIA
RZERLUTLIZEL\, Black hole Routingh' [Enablel & E(EInterfaceldFrESNEH A
SEZFXTIC. M-FW01D&EEZSEE&HK UFE T,

f ”rrcommunications Innovative. Reliable. Seamles

T~

- Global ICT Partner I

Copyright © NTT Communications Corporation. All right reserved. 37



A ——

_::E”|,E®-4 M = FWODERL:
(IPSec/h = —DETE

’__!g’____—‘_
Global ICT Partner I

errcommunications Innovative. Reliable. Seamless.

38

Copyright © NTT Communications Corporation. All right reserved.



FE2-4 M-FWDESTE
(IPsec/Nl) = —DE%TE)

IPsechUS —DEEF TFicxCELEEL),
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/operation/managed firewall utm v2/4903 ipsec policy.ht

mil

SDPFR—ZILHSFIER
J— /) ANR— X% 3ER%. Smart Data Platform 7/R—&)LDAS W< 1:h— REE., £/=FSH v

INR—=R=2D—DZAR-XA—EEHED [B—EXAAZ1—-] Z0UvIUFET,

REDT—DPANR—R

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

> i lobal ICT P
NT T Communications FOH?S:masﬂ?e:
——

Copyright © NTT Communications Corporation. All right reserved. 39



(IPsec’hU > —DERE)

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,

Network-based Security

Host-based Security

Security Menu

Managed Firewall arder ||l Operation
Managed UTM

Managed Firewall(Version2) order | Operation
Managed UTM(Version2)

Managed WAF(Version2) Operation
Managed Anti-Virus

Managed Virtual Patch

Managed Host-based Security Package

Order Operation

Copyright © NTT Communications Corporation. All right reserved. 40

FlE@-4 M-FWDZTE

~ NTT Communications

e

Global ICT Partner

Innovative. Reliable. Seamless.




FIE@-4 M-FWODERIE

(IPsec/Nl) = —DE%TE)

[ )\ A R] VNI NHDTNNA R ZH5IIUYYIULET,

AAIN—-7R771I

EEE———
07 &LK—h H—ER
A-AFANE— v BUBZ

FIA R

FINA A
AR

HAZF—#% 2
jp3_zonel-groupa

HARTF
jp3_zonel-groupa

Fry AEE

EEARID [O>2J001 20 )y OULFET,

EEE——————
aY &L=k H=E2R

FIA R
@ FW/UTM
FIA A [ FW/UTM

CARINMH ==

Global ICT Partner I
Innovative. Reliable. Seamless.

NT T Communications

41

Copyright © NTT Communications Corporation. All right reserved.



FE@-4 M-FWD:EETE
(IPsec’hU > —DERE)
BERIDA TS T2 NEEDS IPsec VPN 225U w I LET.

ATJ>x 2k » IPsec VPN » IPsec Policy
BEA{AID IPsec PolicyEE T LEM] Z0Uvw O ULET,

Networking
» Firewall Policy
Address ID Enable Source
NAT Object
> Service
4 > 1IPsec VPN
IPsec Setting
IPsec Routing
IPsec Policy

S Global ICT Partner
\!Trcommun'cat'ons Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 42



FlED-4 M-FWDKTE
(IPsecihJ > —ODESIE)

BEBEANLT, U] 20Uy IUET.

IPsec VPN N> )L &R LISBEIC DL\ TORU S — Il E 8T LET.

SEFXTIC. M-FWO1T. IPsec VPN b RILZRBUZHTTPBEZSME UGS (CEFR] 9 3/R

S —mNFCRBLET.

10 500
Move rule @ Mo Move \Vove be'ore
Enable
ZAERR
Sou
- \*

& Destination L{m{EIJ/—r\

Outgoing Interface

) Vove 3%
o
Al7N—
e
Incoming Interface Tunnelt
ST RLZ
A =157t )
Sturce Address 3
. =) &
XMEAIAR— b
AT Object

Destination Agdress Type @ Asdress Onject A

Ce‘;: ’.3: :‘r“ ;'Jd'ﬁs - .W

Service HTTP - -U-_ t7\
Action ACCEPT v EtFEJ y ?Eé
NAT

Log Osabe

Comments

el

QAT T Communiations SISLELICT Partner I

\ Innovative. Reliable. Seamles

Copyright © NTT Communications Corporation. All right reserved. 43



FIER-4 M-FWODESTE
(IPsec/RU > —DETE)
REBEANLT. [RE] ZOUYIUET,

IPsec VPN b> ) LR UTZIBEC DVWTOMRY S — iz ELE T,
SEZFTIC. M-FWO01T. IPsec VPN b2 RILZEIRBHUICHTTPSEEZZE UIEIHBS (CEF I 57N

U —Z A FICER&HUET,

" 500
Move rule @ Ve
Enabie ]

ZEAR— b

Incoming Interface Tunnel! -

$o
Source Address > - E{%;ﬁ? l\‘ I/X

Outgoing Interface portd

5

& Destination ﬁ{%{ﬂuﬂ_{_ I\

Destination Adaress Type @ Asdress Onect orect

Destination Address

Comments

b |

mﬁm‘ Global ICT Partner I

\ Innovative. Reliable. Seamles

Copyright © NTT Communications Corporation. All right reserved. 44



FIE@ M-FWDEE

SIEDM-FWIC CRBEDFIETIL—F+ >JRE. IPsectw 4 >J%E. IPsec)l—F+ > U5%
E. IPsech>—iEEXPEENWZUET,

—
o ) lobal ICT P
~ NI'TT Communications FODK?Rclmasrtqer I

Copyright © NTT Communications Corporation. All right reserved. 45



CER) VFWODERTERE
(A > —T 1 —XDJHT)

g —
i Global ICT Partner
errcommun'catfons Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 46



FIEQR VFWDHTEZLE
(> —2J 1 — DY)

VFWD A 25— 1 — XD SFELWLZLET .

H—EXAZ31—m5 [U—II\—A>XZF>R] =#0IUw UL,
[O5DOR/YB—I)\— Ry ND—DOtFa2U5q] > [TJ7A47—JA4—)L] — [Brocade 5600
vRouter] =2 Uw O IZE0),

®oRs ANLTLEZW B &ATa-0ORFaxS
T-OHER =03 F—)i— 2Ry pI-T lo LG et IEE R—
—&FER
mT B#t SR
''''''''' BI/BA
APTHSELSS
F—HTRSAL KISy hIa—L iQuattro APT Gabeway a5 & Service X DS RY—)(— FvhkhoJ—
FIHNI—F1—TF5y b2 —L Blue Prism Cloud at:r_J- Uj_"‘(
ST —I—
NI — Y Y TF7AF7IA—I
-
are C vSRX
axFriEe ARL—
. S0y - Brocade 5600 vRouter
i) ot comiuifaresstmenis names=szmenu iauatiroBiarey name=mensrea... THR—=—RI7ATIOx4—

L

IA—Z FUT™M

NA&—Z RWAF

> - 5 P
JTTCommunicaﬁons Floﬁ?”ﬁlmaﬁ?ef

Copyright © NTT Communications Corporation. All right reserved. 47



FEQ VFWDRTEZEH
(> —2J 1 — DY)

ITRDA > A — A5, OzH)Ibxy NDO—=0O0Yr] =220Uw 2,
BE AFPAPIANA TP =TT AR
e O AOYPE gy ko2 PPRLZ  EEPFELR hepiseCloud20  AFTH s
B = % A
efBdbel1a-1784-4caa-9d80- s
dpOs4 1 AR 153.254.93.199 FEiT IPATIx—lA G-I AADEE ~
14a88507-bag1-4157-a379- .
dpls5 2 192.168.10.253 EEF a7 Oy RO—ooig
694c32dde5e0
VRRPEEEREDSE
dpOsH - 3 Eibs JFATT
71fb9534-2def-46cd-b0a7- R —
ipOs7 4 10.0.10.107 =EiP FPAPIA—NA =TT ADRE ~
Bedadadashsdf
[O2HILxRy 8DO—=0ODbr] 7200w BEMHIFEELET .
O=> )Ly hDO—200DH)
oLEy hDO—4*
Internet-Segment-01 (153.254.93.192/28)
IP P RELA
153.254.93.199
ok = 2w h— 4 . gs P
s \!T"'Commumcatrons Global ICT rartner

Copyright © NTT Communications Corporation. All right reserved.

48



FIEG VFWDRELEE
(1> —2J 1 — XD

MEDVFW (C TEBROFIETHEZI A ELBEI A DA > —T T — ADYIRiZESFEL
WezULET,

e
lobal ICT P
N‘l‘TCommumcatfons FODUa REW:'*!ZE{.'.‘EE I

Copyright © NTT Communications Corporation. All right reserved. 49



E@-1 M-FWDERTE
(A>AA—T 1T —RXDETFE

L —
Global ICT Partner
Nrrcommun'catfons Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 50



FlE®-1 M-FWDZTE
(A >H—J 1 — RDFRIE)

M-FW®DA1 >S5 —J 1T —ADEENBIEE T,
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/operation/managed firewall utm v2/3110 interface single.
html

SDPFR—AILH 570X

— /2 ZNR— X% #IR%. Smart Data Platform ;R—4)LDA W S 1/Rh— REE. F/EFSYwvSa
M—BR=2T0—OZAR-A—EFED [b—EXAZ1—] Z20UvIUET,

REQT—IAR—R I—DAR—AYIDER

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

g TP
NT T Communications Floﬁ?”ﬁ.masﬂ?ef
——

Copyright © NTT Communications Corporation. All right reserved. 5 1



FIE@-1 M-FWDEEE
(A5 —T 1 —ADEHTE)

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,
Security Menu

Managed Firewall Order | Operation
Managed UTM

Managed WAF Order | Operation

Network-based Securi
Y Managed Firewall(Version2) o opera“onl

Managed UTM(Version2)

Managed WAF(Version2)
Managed Anti-Virus

Host-based Security Managed Virtual Patch Order | Operation
Managed Host-based Security Package

’" Global ICT Partner

\TTCommum'caﬁons Innovative. Reliable, Seamless.

Copyright © NTT Communications Corporation. All right reserved. 52



FlE®-1 M-FWDETE
(A > —TJ 1T — RDEHE)

[U—EX]->[D—27J0—]-> [UTM Port Management] Z=2oUwod3E, >4 —
J 1T —AHEDFHBEmAMEEET .
> > 0)UiEgRkDI5E.  [Cluster Port Management] AU [Cluster Route Management] (34&EF
LEBEA .

FI AR o7&aLx—H v—-EA DAFI=TAIFIN Frv Bl

=)= &y M=K 9=220- | AFTa=-ULIBRSTOLR

- ——
' ) lobal ICT P
_ N'T'T Communications f;ob“agcnh‘asrtrlne:' I

Copyright © NTT Communications Corporation. All right reserved. 53



FlE®-1 M-FWDZTE
(A >H—J 1 — RDFRIE)

BHORESFERY ND—UGHRESIBOEEIC T DI, HEXMRODTINAXZT )W ITIEIRLT
[Get Network Info] #2Uw /2O UZEY,

® PORT_MNGT_NCS172

Get Network Info
AT—F A B

oo e
A wi7—=0 Device 172 Backup completed successfully. Backup Status :

: ENDED Backup Message : BACKUP processed Backup Revisi--

ATF—HR
ST~

[F R AF—HX] MEBRENFET . Get Network InfoDHX TN [H#RE] (CIRNUSIEERT T
g_o [GD_X‘]TFZﬁDT<7-:“é{/\O

RALDAT =2

AT—8A BIR Bran 2]

P - i Global ICT Partner
Nrrcommun'catms Innovative. Reliable. Seamless.
T—
Copyright © NTT Communications Corporation. All right reserved.

54



FlE®-1 M-FWDZTE
(A >H—J 1 — RDFRIE)

SREHRDT/INA &IV OTERLU., [Manage Interfaces] Z#2Uwvw 2O UEY,

UTM Port Management FyZam—K D=970- ArTJa-uULIEHTOCA

9o-ooc-HE QP93

L S
Lo e @m
1557 B0
Ay ewvice 172 Back ornpleded sucosssfialy. Back atus . ENDED Backup Messoge | BACKUP processed Backup Revis

[Manage Interfaces] DBIEAHEEI . Port 2,3(E [Manage Interfaces] DEIEI(C(IFTR RSN
FtHA. REUMRONR—bZIOUVIOTEIRUT, [RE] 20UV IUEY,

/-_-\ P
JTTCommunicaﬁons lGlot:jalIﬁIMaerr]ne:'

Copyright © NTT Communications Corporation. All right reserved. 5 5



FlE®-1 M-FWDZTE
(A >H—J 1 — RDFRIE)

[Enable Port] ZF TwW I IBDEKTEBEBEANITEET,
WEftET A > M(Portd) DA NEETFERICIRADET,

[RF] 20UV OUEYT, COBEMECRFUREITITEST/I\AR(SERATNEE A
SEZFTIC. M-FWO1D&FEE=EH UET,

=3

Port port4

Enable Port = "
Port4(C159 BIP7 KL X

IP Address[CIDR]  153.254.93.199/28

MTU Size 1500

Network Id Internet-Segment-01 - »
Port4(ZHEHc 9 2R~y hD—D7 FL-X

Subnet Id 153.254.93.192/28

Port Id

Comment

7% sy Global ICT Partner
\!Trcommun'catmns Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 56



FlE@-1 M-FWODEETE
(A5 —T 1 —ADEHTE)

[Enable Port] ZF T WO IBREENTEEZANTEET,

LBz X > ~(Port5) DANMEETFEICIADET,

[RfF] 20VUv O ULFT. COBHETRIFULZEZIFITEST /A ACBERSNEE A
SEZFTIC. M-FWO10DEEZECHEH ULF T,

=3

Port port5

Enable Port - .

IP Address[CIDR]  192.168.10.253/24

MTU Size 1500

Network Id LB-Segment-01 -

Subnet Id 192.168.10.0/24
Port Id

Comment

7% sy Global ICT Partner
\!Trcommun'catmns Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 57



FlE®-1 M-FWDZTE
(A >H—J 1 — RDFRIE)

fERI B/R— NMEEHN ER TS5, Manage InterfacesBIE T [SET] &0V IULET,
M-FW®DGlobal IP77 KL X EvFWTERE U TLV/EGlobal IP7Z RL R ZRTELIZEL Y,

> Partner
, \l!'l"rc'ommunicaﬁons lGlot:‘aliIﬁL‘ast]es

Copyright © NTT Communications Corporation. All right reserved. 58



FlE®-1 M-FWDZTE
(A >H—J 1 — RDFRIE)

[FRD AT —HAIPRRENFET .

BADAT—B2A X

AT-FA BHISA TR stk

- -~ = ™\ . A - - alke e ~ o - 8 (2 L ol ’ - - - - - - - pppp . .
)20-08-249 05:49:23 2020-08-24 05:49:26 IP Address inputs venhed suctesstully,

7% sy Global ICT Partner
\\!rrcommun'catmns Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 59



(A5 —T 1 —ADEHTE)

FIE@-1 M-FWODERIE

INRTCDAT—HFAN [FE] (CRNFEERTTY.

| 3ATAT =52

Verdy IP Address
Inputs

Croato Porls

Anach Ports

g N

- - - - - - - {
o

b

WViart for UTM Ping

g
3!
H

E‘-

Copyright © NTT Communications Corporation. All right reserved.

2016-07-11 223242

2016-07-11 223246

2016-07-11 223246

2016-07-11 223547

2016-07-11 2238 52

2016-07-11 2236 58

2018-07-112237 11

2016-07-11 223726

2016-07-11 223810

Lo

2016-07-11 22,3248

2016-07-11 223248

2016-07-11 223547

2016-07-11 223652

2016-07-11 22.36.58

200607-11 2237 1N

20160711 2237 28

201607112238 10

2016-07-11 223839

60

Divice 724 shutdown Succasshully

Token created successhully
Toksn id : (Bedic05848942300088 1550280050

P Address inpuls venfied successhully

Pors detached successtully from the Server bb 148814
Ch3b-447e-03a8-00M857 o300

Ports crealed successiully,

Port Id: 4775284012493 7-a6 002028 e ecdalss
Portid: 09eeebfd-170c-4000-Baed-13005055024e
Port 1 B010b923-2cT9-4603-8003- 911707 c2an1
Portld cB5d7T030-303c-4423-9Th5-8290C1 383081
Pot1d: B2a30402-0202-4a83-ac0f-ColBcad3704(
Port1d. «G040971-8e70-4197-94a5-2832004 20600
Portid: 2a72235c-ab1i-4af-a0a2- 1496226129

Ports atached successfully 1o the Server bb348814-
£b3b-4678-08a-06f357 celBed

Opensiack Server DDI4B914-CHAD-4678-
BEAT-00MIT Co3000 started sUCTeSShlyY
Server Status | ACTIVE

Task State . -

Power State | Running

IP Address 100.65.96.31 15 now reachable from M3A
PING Status - OK

Forts updated successfully on Forbgate Device 724

—'——._,_\\
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FIE@-2 M-FWDIRTE
(IPseciRREMEER)

M-FW®DIPseciAREDIERNBIBE T,
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/operation/managed firewall utm v2/4007 ipsec status vie

w.html

SDPFIR—ZILH 57O
J— I ANR— X% 1ER%. Smart Data Platform 7/R—&)LDAS v 1h— REE., FzFSFwv>a

M= BT —DIR-A—EEHOD Y—EXAZ1—-] 20UV IULFET,

m{.dvum.-rﬁ © SOTest
9=
, HHIBR/GRY -2 (252w hIERY—ER
Flexibis InterConnet
IS0 E/P /T~ VPN — hOx oA 4
B5o AT MR Pz A 1
250 K=~ Flexble nterConneciBity/ — box
555 Fm—)— 20%
)
} g
; E

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

REQT—IAR—R

SOTest
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Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,
Security Menu

Managed Firewall Order | Operation
Managed UTM

Managed WAF Order | Operation

Network-based Securi
Yy Managed Firewall(Version2) Order

Operation I
Managed UTM(Version2)

Managed WAF(Version2)

Managed Anti-Virus
Host-based Security Managed Virtual Patch Order | Operation
Managed Host-based Security Package

’" Global ICT Partner

\TTCommum'caﬁons Innovative. Reliable, Seamless.
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[T/ A REBCRRSNBUTMT/INNA 2o Uw %, 0> T« 0% BIRE.
IPsec TwF+ > TEHREURIPsecD AT —AH X =R CEIBEEMAHETET,

DIvIFdE,

FAS 78

PANS 78

A=) A A%

® FW/UTM-NCS186
] openstack-NCS185
@ WAF-NCS187
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[IPsec Status] %=

FRAR o7aLa—r y-rx PAFV=TOI >4 A #rvrEa
@ FWAUTM an mm| o249 | o7
.

FIA A FWUTM
N
&Networking H—F BATR 50 15157
& Firewall Policy Tunnel Name Remo
=Address
Tunnel1 10.1.10.1:0
(= NAT Object
& Service Tunnel2 22220
4 &IPsec VPN Tunnel3 335
_:\ : IPsec_Status Tunneld 44440
[EIPsec Setting Tunnel5 55550
[EIPsec Routing Tuindle 6.6.660

|ZIPsec Policy

Ty r . s amaa
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(IPseciAREHEER

BN EIRZEUS I DD (CE [T/ A ANSDER]ZIR LT IZS 0.

& Networking A

(=Firewall Policy
(=Address
&NAT Object
= Service
4 (=|Psec VPN
5] IPsec_Status
(z/IPsec Setting
(2] IPsec Routing
{5/ IPsec Policy
4 (= Security Profile
4 (= Antivirus
4 Antivirus
4 (= Spam Filter
¥ Spam Filter
4 (=ScanPorts
[£] ScanPorts

4 (=Web Filter
¥ Web Filter v
5T ZHN SR | —
SR Global ICT Part
\!rrcommumcatfons Inngatﬂu. Rel lablf.:-n:: ees!‘
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