274147 TA—)L(VFW 5600
vRouter)b\BManaged Firewall IPsec

DAB(IC KDY AT L EMGE(RY
I\'j MBS BRERR )

H1hR

NTTCom cations glopal IST f’ar;trrer'



SEXTfERE
O meAE B

2018/07/25

B Global ICT Partner
¢Trcmmunlcatm5 Innovative. Reliable, Seamle I

Copyright © NTT Communications Corporation. All right reserved. 2



RISt

" 4 = Global ICT Partner
< mrrcommun’catfons Innovative. Reliable. Seamless.
—

Copyright © NTT Communications Corporation. All right reserved. 3



AIIESRAT

mJ 7417 JA4—)b(Brocade 5600 vRouter)(BlF. vFW)D4MERICManaged Firewall(BIF. M-
FW)DERBEENTULBIBAIC. VFWHSM-FW IPsecADIZMIC KBTI L RS ZETT .
- Internet-GW, O— RS> H—, WebH—/\—Ds&XTEZEE (RoutingZEFH) (IRELIRWNVT—XATT,

- VFWTHIBUTWBRY R DJ—D0%ZM-FWARFITERXET,
= VFWTHIB U TWLWBRY NDO—DDIEGERFEFENS. M-FWADMITEXFT TEC. BIEW
MEENELET,

XEBRMREIZIT > T SBITZRES T,

g —
i Global ICT Partner
errcommumcatfons Innovative Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 4



e
/I,%\E_EIE

- InternetifEHTIPsecz CHIFA SN BR. M-FWDInternet GatewaymZIFIC TS A RX— NP7 RL X%
DY TIEHZS. Internet Gateway EM-FWDRIICNATH Z:Z C FHRIEK MEN TS VVET,
FIETFEODBEHEWZIHENTETNET,

- M-FW/UTMFE CIPDiER 4 (CRIEIRVLNC &
- Initiatorn”*SRespondersE (CUDP//R— R&S:500. UDP//R— h&S:4500. IP/J0O RJLES:50
MEEHFa SN TS &,

REMHETRITESINDIBE. BEHEEEIC T, InternetfHATIPsecBENERDIBHAHRLIE LT
BITUTTFELY,

- BATICHEL. M-FWICBIDYTRIP RLAZEVFWDIPY RLAMNSZEEINDER(E. RELNDEERDNTE
ZEEEZEELUTCTTFL,

g —
o Global ICT Partner
Vrmrrcommun'catfons Innovative. Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 5



B D IOMRIT I 0O—

g —
> i 1 1 ICT Partner
N‘rrcommun,catfons Eng?:%e. REIiaMeéSeEml:ess.

Copyright © NTT Communications Corporation. All right reserved. 6



Internet-GW
act .205

153.254.93.192/28 (4T A2 )

®iT

RitERK (VFWASEK)

Internet

4\_
Internet-GW
stb 204

__/

Port4 .199
M-FW-01

Port5 .254
192.168.20.0/24 (FWE45 A2 k)

dp0s4 .101
VFW-01

dp0s5 .11
192.168.10.0/24 (LBEJ A2 k)

172.16.10.0/24 (B—n\tF A k)

1/1.6

Port4 .218
M-FW-02
- Port5 .254
192.168.40.0/24 (FWt 4% A2 k)

Internet-GV Internet-GW
act .221 stb .220
VRID 1
153.254.93608/28 (8T A2 k) VIP .222 .

VPX-01
1/2 .6

IPsecVPN

.

1
Q Web-server-01

http-vserver

https-vserver
192.168.10.200 192.168.10.201

dp0s4 .102 1
-a
vFW-02 aee
[ 1 ] ]
dp0s5 .12
192.168.30&24 (LBES A2 F) Py
11 .6
VPX-02
172.16.20.0/24 (H—i\t5 A > k) /2.6
| ]
| »] | ]
1 — [

Copyright © NTT Communications Corporation. All right reserved.

G Web-server-02

http-vserver https-vserver
192.168.30.200 192.168.30.201

- VFWJL—)L(EWeb-server-01/Web-server-02fEd
HTTP/HTTPSEBEDHFe]LUTHNET,
« LBOREB(C/ N\ —F )L — )\ —Z"ELTHEEI,

- VFWODSRTERNBZ RDONR—(CEEH N UET .

tner

eamless.




BiTRIER (VFWiERL)

VFW-01(IPsec)D:%E

set interfaces vti vtiO address '10.1.1.2/30'

set security vpn ipsec esp-group ESP-1W lifetime '3600'

set security vpn ipsec esp-group ESP-1W proposal 1 encryption 'aes256'
set security vpn ipsec esp-group ESP-1W proposal 1 hash 'sha2_256'
set security vpn ipsec ike-group IKE-1W lifetime '28800'

set security vpn ipsec ike-group IKE-1W proposal 1 dh-group '2'

set security vpn ipsec ike-group IKE-1W proposal 1 encryption 'aes256'
set security vpn ipsec ike-group IKE-1W proposal 1 hash 'sha2_256'

set security vpn ipsec site-to-site peer 153.254.93.218 authentication id '153.254.93.199'
set security vpn ipsec site-to-site peer 153.254.93.218 authentication pre-shared-secret 'examplekey000'

set security vpn ipsec site-to-site peer 153.254.93.218 ike-group 'IKE-1W'

set security vpn ipsec site-to-site peer 153.254.93.218 local-address '192.168.20.101'

set security vpn ipsec site-to-site peer 153.254.93.218 vti bind 'vti0'
set security vpn ipsec site-to-site peer 153.254.93.218 vti esp-group 'ESP-1W'
set protocols static interface-route 192.168.30.0/24 next-hop-interface 'vti0'

VFW-01(IPsecT « LY —)DEHE

set security firewall name From-Tunnel default-action 'drop'

set security firewall name From-Tunnel rule 10 action 'accept’

set security firewall name From-Tunnel rule 10 protocol 'tcp'

set security firewall name From-Tunnel rule 10 source address '172.16.20.1"

set security firewall name From-Tunnel rule 10 source port '80'

set security firewall name From-Tunnel rule 20 action 'accept’

set security firewall name From-Tunnel rule 20 protocol 'tcp'

set security firewall name From-Tunnel rule 20 source address '172.16.20.1"

set security firewall name From-Tunnel rule 20 source port '443'

set security firewall name From-Tunnel rule 30 action 'accept’

set security firewall name From-Tunnel rule 30 protocol 'tcp'

set security firewall name From-Tunnel rule 30 source address '192.168.30.200'
set security firewall name From-Tunnel rule 30 source port '80'

set security firewall name From-Tunnel rule 40 action 'accept’

set security firewall name From-Tunnel rule 40 protocol 'tcp'

set security firewall name From-Tunnel rule 40 source address '192.168.30.201'
set security firewall name From-Tunnel rule 40 source port '443'

set security firewall name To-Tunnel default-action 'drop’

set security firewall name To-Tunnel rule 10 action 'accept’

set security firewall name To-Tunnel rule 10 protocol 'tcp'

set security firewall name To-Tunnel rule 10 source address '172.16.10.1"
set security firewall name To-Tunnel rule 10 source port '80'

set security firewall name To-Tunnel rule 20 action 'accept’

set security firewall name To-Tunnel rule 20 protocol 'tcp'

set security firewall name To-Tunnel rule 20 source address '172.16.10.1"
set security firewall name To-Tunnel rule 20 source port '443'

set security firewall name To-Tunnel rule 30 action 'accept’

set security firewall name To-Tunnel rule 30 protocol 'tcp'

set security firewall name To-Tunnel rule 30 source address '192.168.10.200'

set security firewall name To-Tunnel rule 30 source port '80'
set security firewall name To-Tunnel rule 40 action 'accept’
set security firewall name To-Tunnel rule 40 protocol 'tcp'

set security firewall name To-Tunnel rule 40 source address '192.168.10.201"

set security firewall name To-Tunnel rule 40 source port '443'
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BiTRIER (VFWiERL)

VFW-02(IPsec)D:%E

set interfaces vti vtiO address '10.1.1.1/30'

set security vpn ipsec esp-group ESP-1W lifetime '3600'

set security vpn ipsec esp-group ESP-1W proposal 1 encryption 'aes256'
set security vpn ipsec esp-group ESP-1W proposal 1 hash 'sha2_256'
set security vpn ipsec ike-group IKE-1W lifetime '28800'

set security vpn ipsec ike-group IKE-1W proposal 1 dh-group '2'

set security vpn ipsec ike-group IKE-1W proposal 1 encryption 'aes256'
set security vpn ipsec ike-group IKE-1W proposal 1 hash 'sha2_256'

set security vpn ipsec site-to-site peer 153.254.93.199 authentication id '153.254.93.218'
set security vpn ipsec site-to-site peer 153.254.93.199 authentication pre-shared-secret 'examplekey000'

set security vpn ipsec site-to-site peer 153.254.93.199 ike-group 'IKE-1W'

set security vpn ipsec site-to-site peer 153.254.93.199 local-address '192.168.40.102'

set security vpn ipsec site-to-site peer 153.254.93.199 vti bind 'vti0'
set security vpn ipsec site-to-site peer 153.254.93.199 vti esp-group 'ESP-1W'
set protocols static interface-route 192.168.10.0/24 next-hop-interface 'vti0'

VFW-02(IPsecT « LY —)DEHE

set security firewall name From-Tunnel default-action 'drop'

set security firewall name From-Tunnel rule 10 action 'accept’

set security firewall name From-Tunnel rule 10 protocol 'tcp'

set security firewall name From-Tunnel rule 10 source address '172.16.10.1"

set security firewall name From-Tunnel rule 10 source port '80'

set security firewall name From-Tunnel rule 20 action 'accept’

set security firewall name From-Tunnel rule 20 protocol 'tcp'

set security firewall name From-Tunnel rule 20 source address '172.16.10.1"

set security firewall name From-Tunnel rule 20 source port '443'

set security firewall name From-Tunnel rule 30 action 'accept’

set security firewall name From-Tunnel rule 30 protocol 'tcp'

set security firewall name From-Tunnel rule 30 source address '192.168.10.200'
set security firewall name From-Tunnel rule 30 source port '80'

set security firewall name From-Tunnel rule 40 action 'accept’

set security firewall name From-Tunnel rule 40 protocol 'tcp'

set security firewall name From-Tunnel rule 40 source address '192.168.10.201'
set security firewall name From-Tunnel rule 40 source port '443'

set security firewall name To-Tunnel default-action 'drop’

set security firewall name To-Tunnel rule 10 action 'accept’

set security firewall name To-Tunnel rule 10 protocol 'tcp'

set security firewall name To-Tunnel rule 10 source address '172.16.30.1"
set security firewall name To-Tunnel rule 10 source port '80'

set security firewall name To-Tunnel rule 20 action 'accept’

set security firewall name To-Tunnel rule 20 protocol 'tcp'

set security firewall name To-Tunnel rule 20 source address '172.16.30.1"
set security firewall name To-Tunnel rule 20 source port '443'

set security firewall name To-Tunnel rule 30 action 'accept’

set security firewall name To-Tunnel rule 30 protocol 'tcp'

set security firewall name To-Tunnel rule 30 source address '192.168.30.200'

set security firewall name To-Tunnel rule 30 source port '80'
set security firewall name To-Tunnel rule 40 action 'accept’
set security firewall name To-Tunnel rule 40 protocol 'tcp'

set security firewall name To-Tunnel rule 40 source address '192.168.30.201"

set security firewall name To-Tunnel rule 40 source port '443'
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Task State . -

Power State | Running
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2016-07-11 223242

2016-07-11 223246

2016-07-11 223246

2016-07-11 223547

2016-07-11 2238 52

2016-07-11 2236 58

2018-07-112237 11

2016-07-11 223726

2016-07-11 223810

Lo

2016-07-11 22,3248

2016-07-11 223248

2016-07-11 223547

2016-07-11 223652

2016-07-11 22.36.58

200607-11 2237 1N

20160711 2237 28

201607112238 10

2016-07-11 223839

64

Divice 724 shutdown Succasshully

Token created successhully
Toksn id : (Bedic05848942300088 1550280050

P Address inpuls venfied successhully

Pors detached successtully from the Server bb 148814
Ch3b-447e-03a8-00M857 o300

Ports crealed successiully,

Port Id: 4775284012493 7-a6 002028 e ecdalss
Portid: 09eeebfd-170c-4000-Baed-13005055024e
Port 1 B010b923-2cT9-4603-8003- 911707 c2an1
Portld cB5d7T030-303c-4423-9Th5-8290C1 383081
Pot1d: B2a30402-0202-4a83-ac0f-ColBcad3704(
Port1d. «G040971-8e70-4197-94a5-2832004 20600
Portid: 2a72235c-ab1i-4af-a0a2- 1496226129

Ports atached successfully 1o the Server bb348814-
£b3b-4678-08a-06f357 celBed

Opensiack Server DDI4B914-CHAD-4678-
BEAT-00MIT Co3000 started sUCTeSShlyY
Server Status | ACTIVE

Task State . -

Power State | Running

IP Address 100.65.96.31 15 now reachable from M3A
PING Status - OK

Forts updated successfully on Forbgate Device 724

—'——._,_\\
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