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BiTRIER (VFWiERL)

VFW-01(IPsec)D:%E

set interfaces vti vtiO address '10.1.1.2/30'

set security vpn ipsec esp-group ESP-1W lifetime '3600'

set security vpn ipsec esp-group ESP-1W proposal 1 encryption 'aes256'
set security vpn ipsec esp-group ESP-1W proposal 1 hash 'sha2_256'
set security vpn ipsec ike-group IKE-1W lifetime '28800'

set security vpn ipsec ike-group IKE-1W proposal 1 dh-group '2'

set security vpn ipsec ike-group IKE-1W proposal 1 encryption 'aes256'
set security vpn ipsec ike-group IKE-1W proposal 1 hash 'sha2_256'

set security vpn ipsec site-to-site peer 153.254.93.218 authentication id '153.254.93.199'
set security vpn ipsec site-to-site peer 153.254.93.218 authentication pre-shared-secret 'examplekey000'

set security vpn ipsec site-to-site peer 153.254.93.218 ike-group 'IKE-1W'

set security vpn ipsec site-to-site peer 153.254.93.218 local-address '192.168.20.101'

set security vpn ipsec site-to-site peer 153.254.93.218 vti bind 'vti0'
set security vpn ipsec site-to-site peer 153.254.93.218 vti esp-group 'ESP-1W'
set protocols static interface-route 192.168.30.0/24 next-hop-interface 'vti0’

VFW-01(IPsecT « LY —)DEHE

set security firewall name From-Tunnel default-action 'drop'

set security firewall name From-Tunnel rule 10 action 'accept’

set security firewall name From-Tunnel rule 10 protocol 'tcp'

set security firewall name From-Tunnel rule 10 source address '172.16.20.1"

set security firewall name From-Tunnel rule 10 source port '80'

set security firewall name From-Tunnel rule 20 action 'accept’

set security firewall name From-Tunnel rule 20 protocol 'tcp'

set security firewall name From-Tunnel rule 20 source address '172.16.20.1"

set security firewall name From-Tunnel rule 20 source port '443'

set security firewall name From-Tunnel rule 30 action 'accept’

set security firewall name From-Tunnel rule 30 protocol 'tcp'

set security firewall name From-Tunnel rule 30 source address '192.168.30.200'
set security firewall name From-Tunnel rule 30 source port '80'

set security firewall name From-Tunnel rule 40 action 'accept’

set security firewall name From-Tunnel rule 40 protocol 'tcp'

set security firewall name From-Tunnel rule 40 source address '192.168.30.201'
set security firewall name From-Tunnel rule 40 source port '443'

set security firewall name To-Tunnel default-action 'drop’

set security firewall name To-Tunnel rule 10 action 'accept’

set security firewall name To-Tunnel rule 10 protocol 'tcp'

set security firewall name To-Tunnel rule 10 source address '172.16.10.1"
set security firewall name To-Tunnel rule 10 source port '80'

set security firewall name To-Tunnel rule 20 action 'accept’

set security firewall name To-Tunnel rule 20 protocol 'tcp'

set security firewall name To-Tunnel rule 20 source address '172.16.10.1"
set security firewall name To-Tunnel rule 20 source port '443'

set security firewall name To-Tunnel rule 30 action 'accept’

set security firewall name To-Tunnel rule 30 protocol 'tcp'

set security firewall name To-Tunnel rule 30 source address '192.168.10.200'

set security firewall name To-Tunnel rule 30 source port '80'
set security firewall name To-Tunnel rule 40 action 'accept’
set security firewall name To-Tunnel rule 40 protocol 'tcp'

set security firewall name To-Tunnel rule 40 source address '192.168.10.201"

set security firewall name To-Tunnel rule 40 source port '443'
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BiTRIER (VFWiERL)

VFW-02(IPsec)D:%E

set interfaces vti vtiO address '10.1.1.1/30'

set security vpn ipsec esp-group ESP-1W lifetime '3600'

set security vpn ipsec esp-group ESP-1W proposal 1 encryption 'aes256'
set security vpn ipsec esp-group ESP-1W proposal 1 hash 'sha2_256'
set security vpn ipsec ike-group IKE-1W lifetime '28800'

set security vpn ipsec ike-group IKE-1W proposal 1 dh-group '2'

set security vpn ipsec ike-group IKE-1W proposal 1 encryption 'aes256'
set security vpn ipsec ike-group IKE-1W proposal 1 hash 'sha2_256'

set security vpn ipsec site-to-site peer 153.254.93.199 authentication id '153.254.93.218'
set security vpn ipsec site-to-site peer 153.254.93.199 authentication pre-shared-secret 'examplekey000'

set security vpn ipsec site-to-site peer 153.254.93.199 ike-group 'IKE-1W'

set security vpn ipsec site-to-site peer 153.254.93.199 local-address '192.168.40.102'

set security vpn ipsec site-to-site peer 153.254.93.199 vti bind 'vti0'
set security vpn ipsec site-to-site peer 153.254.93.199 vti esp-group 'ESP-1W'
set protocols static interface-route 192.168.10.0/24 next-hop-interface 'vti0'

VFW-02(IPsecT « LY —)DEHE

set security firewall name From-Tunnel default-action 'drop'

set security firewall name From-Tunnel rule 10 action 'accept’

set security firewall name From-Tunnel rule 10 protocol 'tcp'

set security firewall name From-Tunnel rule 10 source address '172.16.10.1"

set security firewall name From-Tunnel rule 10 source port '80'

set security firewall name From-Tunnel rule 20 action 'accept’

set security firewall name From-Tunnel rule 20 protocol 'tcp'

set security firewall name From-Tunnel rule 20 source address '172.16.10.1"

set security firewall name From-Tunnel rule 20 source port '443'

set security firewall name From-Tunnel rule 30 action 'accept’

set security firewall name From-Tunnel rule 30 protocol 'tcp'

set security firewall name From-Tunnel rule 30 source address '192.168.10.200'
set security firewall name From-Tunnel rule 30 source port '80'

set security firewall name From-Tunnel rule 40 action 'accept’

set security firewall name From-Tunnel rule 40 protocol 'tcp'

set security firewall name From-Tunnel rule 40 source address '192.168.10.201'
set security firewall name From-Tunnel rule 40 source port '443'

set security firewall name To-Tunnel default-action 'drop’

set security firewall name To-Tunnel rule 10 action 'accept’

set security firewall name To-Tunnel rule 10 protocol 'tcp'

set security firewall name To-Tunnel rule 10 source address '172.16.30.1"
set security firewall name To-Tunnel rule 10 source port '80'

set security firewall name To-Tunnel rule 20 action 'accept’

set security firewall name To-Tunnel rule 20 protocol 'tcp'

set security firewall name To-Tunnel rule 20 source address '172.16.30.1"
set security firewall name To-Tunnel rule 20 source port '443'

set security firewall name To-Tunnel rule 30 action 'accept’

set security firewall name To-Tunnel rule 30 protocol 'tcp'

set security firewall name To-Tunnel rule 30 source address '192.168.30.200'

set security firewall name To-Tunnel rule 30 source port '80'
set security firewall name To-Tunnel rule 40 action 'accept’
set security firewall name To-Tunnel rule 40 protocol 'tcp'

set security firewall name To-Tunnel rule 40 source address '192.168.30.201"

set security firewall name To-Tunnel rule 40 source port '443'
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