74147 DA—I)L(VFW 5600
vRouter)Hh*5Managed Firewall/\
DIMA(C KDY AU LEMTE
(= > )AERIR)

55 3hR

- e Global ICT Partner
NTTCommumcatlons Innovative. Reliable. Seamless



SEXTfERE
T i

2017/7/11 #IhR

2017/7/12 SRFEIE /BRI ST/ B RIESEN Rl R/ EEE & S /B R BUELE/M-FW DT T A )L b 2
T — N I A RETTEZ L E/ VRIDDHK 2 ST Ek

2017/7/18 VPN-GWHI BB NZEE /M-FWEEEDEEIRIEEE 3
e o
\I!TTCommumcatrons .Glog.a”gﬂ:aﬁﬂif

Copyright © NTT Communications Corporation. All right reserved. 2



RISt

" 4 = Global ICT Partner
< mrrcommun’catfons Innovative. Reliable. Seamless.
—

Copyright © NTT Communications Corporation. All right reserved. 3



AIIESRAT

mIJ7A 7 IA—)L(vFW 5600 vRouter)({'F. vFW)hHh5Managed Firewall(A . M-
FW)ADZRIC KDV VL RIESETY,
- Internet-GW, O— R/\S > H—, WebH —/\—DEEZE (RoutingZE=E) (IRLE LRV —X

t“g_o
- VFWTHIBUTWBRY hIJ—D%ZM-FWARFITERXET,
= VFWTHREA U TWBRRY NDO—DDIEGERFEREDNS. M-FWADRTE XK, B{ERMOIFRINF

EFUVZUFET,

XEBRMREEZIT > T SBITZRES =0,

g —
== Global ICT Partner
wmrrcommumcatfons Innovative “Reliable. Seamless. I

Copyright © NTT Communications Corporation. All right reserved. 4



B D IOMRIT I 0O—

g —
> i 1 1 ICT Partner
N‘rrcommun,catfons Eng?:%e. REIiaMeéSeEml:ess.

Copyright © NTT Communications Corporation. All right reserved. 5



wiTRiEm (VFWiEAK)

- =

=

® 172116.20.0/24 (—/n\&T A2 F) ®

Internet-GW Internet-GW . \‘
act .251 th 250 4 G
VRID 1 s VPN-GW SN vriD>  wal VPN-GW
VIP .252 act .251 W VIP 252 St 250
® 153.XxX.Xxx.248/R9 (SA&R+= 4 4 > ) ®
® 192.168.30.248/29 (VPN-GWH 4 A > ) ®
dp0s6 .254
dp0s4 .254 S~ —~
ol e (VWL JL RSN X S (B
g ==
dposs 25 ENERER FTUESL. FEDHTTP/HTTPS7 Ot
ADFHEFE],
192.168.10.0/24 (FW& 5 4 > F) - BT A> b BVFWDZo O—/)VLIP
VRID 10 (L7 O RXZDNATEIR T/ \—F v )L —
1/1.250 ViP 251 1/1.249 J\DIP(CEHELUET,
LB-01(M) LB-02(M) - LBOREBIC"RIDTEIA> N T)N\—F+
1/2 250 g W/ ERELTHERT. y
O — O
‘172.16.10.0/24 ( /\twuw 172.16.100.0/24
(VserverBBtzO X2 )
g m
Web-server-01 Web-server-02 g' g' I
hlobal ICT Partner
http'VserVer Ssl—Vserver hnovative. Reliable. Seamless.
Copyright © NTT Communications Corporation. All right reserved. 6 172.16.100.100 172.16.100.200




Internet-GW

a

&/ — N
BATEABIND  spimo sz csmmenmmcs.

. 172116.20.0/24 (F—\ET A2 |) .
Internet-GW )‘ G‘
stb .250

VPN-GW ! VRID2 W ‘ VPN-GW

act .251
VRID 1
VIP .252
® 153.XxX.Xxx.248/R9 (SA&R+= 4 4 > ) ®
® \
192.168.30.248/29 (VPN-GW+E T A > k)
dp0s6 .254
dp0s4 .254 ] |
VW0l e M-FW-01
dp0s5 .253 Ema
192.168.10.0/24 (FWE 45 » > )
VRID 10
1/1.250 VIP .251 1/1.249
LB-01(M) LB-02(M) [ FIED M-FWHE LiAH
1/2 .250 1/2 .249
O —— )
172.16.10.0/24 (y—/\ET A 2+ 172.16.100.0/24
(VserverBBtzO X2 )
_ A

e

Web-server-01

Copyright © NTT Communications Corporation. All right reserved.

y
Web-server-02 g
ssl-vserver
172.16.100.200

=

http-vserver
7 172.16.100.100

hlobal ICT Partner

hnovative. Reliable. Seamless.




a

a

7= :
BATRIBIND  mmozcsmmenames.

I termet.GW ® 172116.20.0/24 (F—"EF 7o ) @
nternet- Internet-GW
act .251 stb .250 ) 0‘
VPN-GW VPN-GW
VRID 1 ) VRID2 W%
VIP .252 act .251 27 P 252 &gF Stb 250
® 153.XxX.Xxx.248/R9 (SA&R+= 4 4 > ) ®
o \
192.168.30.248/29 (VPN-GW 5 * > k)
dp0s6 .254
dp0s4 .254
aae M-FW-01
VIW-01 D@
dp0s5 .253 Ema
192.168.10.0/24 (FW& 5 A > 1) - <
VRID 10 o
(5] - =
1/1 .250 VIP .251 1/1 .249 FIR@ M-FWDRTE
LB-01(M) LB-02(M) 1:I)L—F+« > DEE
: 5 s
1/2 .250 12 249 | 2:AT ST MDETE
L 3: 747 IA—)LKNUS —DEETE y
® 172.16.10.0/24 (F—E T £ o F ®

e

Web-server-01

Copyright © NTT Communications Corporation. All right reserved.

Web-server-02

172.16.100.0/24
(VserverfBzI A > )

=

http-vserver
172.16.100.100

g
ssl-vserver
172.16.100.200

hlobal ICT Partner

hnovative. Reliable. Seamless.




BATHFER D

I ternet.GW ® 172116.20.0/24 (F—"EF 7o ) @

nternet- -

act 251 égéerr-];;OGW VPN-GW ‘~ G‘ VPN-GW
VRID 1 oW P ro: L@ o e
VIP .252 act . 97 ViP5 XgF SO .

® 153.XXX.XXX.248/29 (S &t 45 * > ) ®
®

192.168.30.248/29 (VPN-GWE 5 A ¥ k)

[
VFW-01 =TI M-FW-01
oee
192.168.10.0/24 (FWE 45 * > )
VRID 10
BEA==0 N
1/1 .250 VIP .251 1/1.249 | FNEQ VFWDREZEE
LB-01(M LB-02(M ~ By ST =
(M) ™ s A= TT—ADHIBR GRIEMHELE)
1/2 .250 1/2 .249
o ° HiEERA : 30972
172.16.10.0/24 — N\t A ==
6.10.0/24 (=7 Ak 172.16.100.0/24 (ZEANE)
(VserverfIzI X > )
g i Jp—
Web-server-01 Web-server-02 g g
hlobal ICT Partner
http—vserver Ssl—vserver hnovative. Reliable. Seamless.
Copyright © NTT Communications Corporation. All right reserved. 9 172.16.100.100 172.16.100.200




BATHFBR@

. 172116.20.0/24 (F—\ET A2 |) .
Internet-GW )‘ G‘
stb .250 _ )
VRID 1 VPN-GW S vriD2 S VPN-GW

Internet-GW

a

act .251
VIP .252
® 153.XXX.XXX.248/29 (S &t 45 * > ) ®
o \
19p.168.30.248/29 (VPN-GW+ 45 # > k)
Port6 .254
Port4 .254
aea M-FW-01
VEW-01 e EE
- = - Port5 .253
192.168.10.0/24 (FWE 45 * > )
VRID 10 I
1/1 .250 VIP .251 1/1 249 | FINE@ M-FWDEZTE
- - ~ =Jur==> ~ = ply|
LE-01(0) 02 | 28— T T — RDBE (RIEHEE)
1/2 .250 1/2 .249
o o WS 305 RN
172.16.10.0/24 —N\ T A ==
6.10.0/24 (=7 A2 b 172.16.100.0/24 (SERE)
(VserverBBtzO X2 )
g i p—
Web-server-01 Web-server-02 g g
hlobal ICT Partner
http'VserVer Ssl—Vserver hnovative. Reliable. Seamless.
172.16.100.100 172.16.100.200

Copyright © NTT Communications Corporation. All right reserved. 1 0



¥175C THERK (Managed Firewall#&ak)

Internet-GW

a

= =

172116.20.0/24 (—/n\&T A2 F) ®

Internet-GW \7 ‘
act .251 tb .250 ‘s‘ G
VRID 1 s VPN-GW SN vriD>  wal VPN-GW
VIP .252 act .251 W’ \VIP 252 > Stb 250
® 153.xxX.Xxx.248/R9 (S &t 45 A > ) ®
® 192.168.30.248/29 (VPN-GWH 4 A > ) ®
Port6 .254
Port4 .254
M-FW-01 v 2 I
mIESE
Port5 .253 - M-FWHMERi 9 202 HIL=RY DO —T ED
SISO T fthX =1 —/#F5IAH BRI EDVRRP IDIE,
40010, - > s ¢ =
e LERBLBN T EEN,
1/1 .250 VIP .251 1/1 .249 - M-FWHhMESE 9 o> LRy N J—
LB-01(M) LB-02(M) D(cFIZM>T. VRRP IDIF, BB URNK
1/2 .250 1/2 .249 DICEHELTLIZE0,
@ — )
‘172.16.10.0/24 ( /\twuw 172.16.100.0/24
(VserverBBtzO X2 )
g i p—
Web-server-01 Web-server-02 g' g'
http-vserver ssl-vserver
Copyright © NTT Communications Corporation. All right reserved. 11 172.16.100.100 172.16.100.200

hlobal ICT Partner

hnovative. Reliable. Seamless.

J




5

=B M-FW

L —
> i 1 1 ICT Partner
N‘rrcommun'catfons Enggﬁm. REI iab|eé5=§mleess.

Copyright © NTT Communications Corporation. All right reserved. 1 2



FIEO M-FWE LiAd+

TRV > oRSEBO L. S0 UEBROBERUIAHFEDFENWZUET,
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/order/managed firewall utm v2/order new_single.html

SDPFR—AILH 57Ot X
J— D ANR— X %1ERE. Smart Data Platform 7/R—4)LDAS W< 17h— REE., F/=(F45 W
SaAR—R=2D—OZR—-I—EEHAED Y—EXAZ1—] #0UvwOUZET,

REDT—DPANR—R

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

JTTCommunications E:gb?l ICT Partner

ative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 1 3



FIEO M-FWE LiAd+

Managed Firewall(Version2)® [Order] Z20Uw 2 UTLEEUN,

Security Menu

Managed Firewall Order
Managed UTM

Managed WAF

Network-based Securi
or SCUNY  Managed Firewall(Version2)

Managed UTM(Version2)

Managed WAF(Version2)

Managed Anti-Virus
Host-based Security Managed Virtual Patch Order
Managed Host-based Security Package

ERIATERIIC 55\ BN 'R < 200,
tXal)T4

EAFERI =) irz:8m =

HERUVIAHDEDAIMEIFEICRADET,

Device Information (-]
ATa— s Ak S bl =)
Managed Firewal f 2CPU-4GB f Single f S E|

;\!TTCommunicaﬁons ﬁfﬁﬂiliﬂfﬁﬂg

Copyright © NTT Communications Corporation. All right reserved. 14



=B M-FWODESTE

L —
> i 1 1 ICT Partner
N‘rrcommun'catfons Enggﬁm. REI iab|eé5=§mleess.

Copyright © NTT Communications Corporation. All right reserved. 1 5



A ——

FIED-1 M-FWDESIE

=Jur==—

OL—F« > DETE

Global ICT Partner

Innovative. Reliable. Seamless.

L —

NT T Communications

16

Copyright © NTT Communications Corporation. All right reserved.



=Jur==—

=E@-1 M-FWODEE

I—FT 1 DR EFTFTRECELSEE0N,
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/operation/managed firewall utm v2/4210 routing single

.html
EY A

SDPFR—ZILH 57Ot R
J— /2 ZANR— % 1EIR%E. Smart Data Platform /R—4)LDA v < 1 7k — REIE.
BEmEmD [b—EXA=Za1—1] #0UvOUFET,

R=D—DANR—RX—E

= a1h—

REDT—DPANR—R

SOTest

[y hD—201 = 050 R/H—)(—

Y NJD—=0tF21 U501 D

Managed Firewall’z o2 Uw 2O UET,
Global ICT Partner I

Nrrcommunications Innovative. Reliable. Seamless.
—

17

Copyright © NTT Communications Corporation. All right reserved.



FlED-1 M-FWDETE

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,

Security Menu

Managed Firewall

Operation
Managed UTM

Managed WAF Order | Operation
Network-based Security

Operation

Managed Firewall(Version2)
Managed UTM(Version2)

Managed WAF(Version2)

Managed Anti-Virus
Host-based Security Managed Virtual Patch

Order Operation
Managed Host-based Security Package

> Global ICT Partner

\ETTCommum'caﬁons Innovative. Reliable, Seamless.

Copyright © NTT Communications Corporation. All right reserved. 1 8



FlED-1 M-FWDETE

[F)\AX] VNI NHDFT /A RZHT VY IULET.

N
FIAR 07 &LiK—k H—ER HAAIY—-7AZFAI Fov hER

FINAT A A—LINE— v EUBA

HARTF HAZF—% 2 L b

jp3_zonel-groupa

jp3_zonel-groupa

BEEARD [O>TJ10] 20Uy IULFET,

FIAR O &LkK—b Y—EZX HAIR=TOT 7 Frv hEE
@ FWUTM mn me =
FIA A [ FW/UTM

CAIRMANDMN ==

BEAILAIOAT ST MEEMS Routing Zo0Uw I ULET,
A1k » Networking » Routing

4 (=Networking
gyInterface Y=F
s34Routing ID

4 (=.Firawall Palirv > R—— I

NIT T Communications
\\ Innovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 1 9



FlED-1 M-FWDETE

REEZANDLUTC. [BREE] 20UV OUET
WebServersg CGBIEDASMBILTEI(CRADET,

ATk .
ID 1 S
L WebServersEDiE1E
Destination IP  172.16.100+8
Submetesk  255.255.255.255 *{=5EGateway address(LBOD _H{AIVIP)
Gateway 192.168.10.251

Interface ort5 -
P E{E5EPort
Comment

Internet GW( I AL b — RO T A )BCRIEDASMEE. FERICIRDET,

ATk

B
ID 1

Destination IP  0.0.0.0
Subnet Mask  0.0.0.0

Gabawrey 153.000xxx.252 Internet GW(F I AL Ko — D T )DVIP
Interface Port4 v
Comment (= 5EPort

Copyright © NTT Communications Corporation. All right reserved. 20

Froel m %



FlED-1 M-FWDETE

SREMEZANDLUT. RF] 20Uy oULET
VPN-GWSEH —/\—t2T A> NMECBIEDANMERF FEIC/IRDET,

ATk

E]

ID L VPN-GWHH —/\—1z X > RFEDEE
Destination IP 172.16.20.0

Subnet Mask  0.0.0.0

EES%T RL X (VPN-GW®DVIP)
Gateway 192.168.30.252
Interface Port6 s
IX{S5tPort
Comment

\TTCommum'caﬁons Innovative. Reliable, Seamless.

’N Global ICT Partner I

Copyright © NTT Communications Corporation. All right reserved. 2 1



=JLr=—

—“ @ 2 M FWODDR}\:
Destination NATD:%

N .III

22

pyright © NTT Communicati ration. All right reserv

iE )

L —

NT T Communications



FlED-2 M-FWDETE

Destination NATODEEEIE TFicxC&E&LIZELY, »
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/operation/managed firewall utm v2/4330 destination n
at.html

SDPFR—ZILH 57Ot R
J— D ANR— % 1ERE. Smart Data Platform 7/R—4)LDAS W< 17h— REE. F/=(F45 W
TaAR—R=2D—OZR-I—EEHAED Y—EXAZ1—] #0UvwOUET,

REDT—DANR—R D—HRAA—FYIDBR

SOTest

[ry D=1 = D50 R/H—)\— e —
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

> = lobal ICT P
o o rctner
NT T Communications Enggi..ggiamfsefmfi.
T

Copyright © NTT Communications Corporation. All right reserved. 23



Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,

Security

Managed Firewall
Managed UTM

Managed WAF
Network-based Security

Managed WAF(Version2)

Managed Anti-Virus
Host-based Security

Copyright © NTT Communications Corporation. All right reserved.

Managed Firewall(Version2)
Managed UTM(Version2)

Managed Virtual Patch
Managed Host-based Security Package

Menu

Order J Operation I

Operation

Order

Operation

24

FlR@-2 M-FWOD3

= A—
oz AE

.

\ETTCommum'caﬁons

Global ICT Partner

Innovative. Reliable. Seamless.




FlED-2 M-FWDETE

[F)\AX] VNI NHDFT /A RZHT VY IULET.

N
FIAR 07 &LiK—k H—ER HAAIY—-7AZFAI Fov hER

FINAT A A—LINE— v EUBA

HARTF HAZF—% 2 i

jp3_zonel-groupa

jp3_zonel-groupa

EEARID [O>2J001 20 )y OULFET,

EEE———
FIA R aOv&Lik—hk H#—ER HRIRY—7AT 71 Frv hER

@ FWUTM s ma oy

FIMMA [ FW/UTM

CARINMH ==

BEARIOAT > o MBEEMS Destination NAT Z22Uw 2 UE T,
ATZx/2 K~ » NAT Object » Destination NAT
EEmAAID Destination NAT BEIEC DEN] Z0UvwOULET,
e, v
ZFirewall Policy & BN

4 = Address s
#%Address Object NAT Name External IP -V

% Address Group

4 (=NAT Object
SDssiination AT S . Global ICT Partner
BREChAiiraa N AT \ETTCommumcatfons Innovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 2 5




FlED-2 M-FWDETE

SREMEZANDLUT, UrRfF] 20Uy oULFET,

WEBtZ2 A > S(Port4)D80FE NR— RADODNATDASMEITTFERICIANE T,

X T h % |

NAT Name Port4DNAT_S80 —

or - M-FWDZ{EAIVIP
External IP Address 153.xx.XX.254
Mapped IP Address 172.16.100.100 http-vserver®7” kL X
-~

External Interface Port4 —
Port Forward g{g{g“ ,—|—(
Protocol TCP -

External Service Port 80
Mapped Port 80

Comment

P—y E

\!Trcommunications Innovative. Reliable. Seamless.

- Global ICT Partner I

Copyright © NTT Communications Corporation. All right reserved. 26



FlED-2 M-FWDETE

SREMEZANDLUT, UrRfF] 20Uy oULFET,

BBz A > b (Port4) 4438 7/R— RODNATDOAIMEIFZ FEECIRDFT,

FF TR

E<

NAT Name —
Port4DNAT_443 M—FWO)&{E{EUVIP
External IP Address 153.xx.xx.254
- 7 R
Mapped IP Address  172.16.100.200 ssl-vserver®77 LA

External Interface Port4 -

ZEAR— b

Port Forward

Protocol TCP
External Service Port 443
Mapped Port 443

Comment

.-

\!Trcommunications Innovative. Reliable. Seamless.

- Global ICT Partner I

Copyright © NTT Communications Corporation. All right reserved. 27



FlED-2 M-FWDETE

SREMEZANDLUT, UrRfF] 20Uy oULFET,

VPN-GWtz2 % > N (Port6)D80ER— RODNATOASMBIX FRICRDET,

A7V b X ‘

=

External IP Address 192.168.30.254

Mapped IP Address  172.16.100.100 http-vserver® 77 kL X
External Interface Port6 >

Port Forward %1%1&]/1_:— ~

Protocol TCP v

External Service Port 80
Mapped Port 80
Comment

o

e — Global ICT Partner I

\!Trcommunications Innovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 28



FIED-2 M-FW®DEZTE

SREMEZANDLUT, UrRfF] 20Uy oULFET,

VPN-GW2) X > ~(Port6) (D44 38— RODNATD ANMBIF FRICRDET,

A7V b

Ty

NAT Name POrt6DNAT_443 M-FWDZERIVIP

External IP Address 192.168.30.254

- -7 K
Mapped IP Address  172.16.100.200 ssl-vserver®7” FL-X

II

External Interface Port6
Port Forward ZEAR— ~
Protocol TCP -

External Service Port 443
Mapped Port 443

Comment

-

\!Trcommunications Innovative. Reliable. Seamless.

> - Global ICT Partner I

Copyright © NTT Communications Corporation. All right reserved. 29



=JLr=—

FEQ2-3 M-FWOD%TE
(D7 AT IA—ILRUS

>~ —5%E)

rrrrrr

g —
NT T Communication: GI b IICTP Seaniess

30



FlED-3 M-FW@DEE

J7ATIA—I)LRIS—DEFEETaxCELSZSU,
https://sdpf.ntt.com/services/docs/network-based-
security/tutorials/rsts/security/operation/managed firewall utm v2/4500 firewall policy.
html

SDPFR—AIVH 57Ot X
J— /) ANR— X% 3ER%. Smart Data Platform 7/R—&)LDAS W< 1:h— REE., £/=FSH v

INR—=R=2D—DZAR-XA—EEHED [B—EXAAZ1—-] Z0UvIUFET,

REDT—JAR—Z P

SOTest

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

> = lobal ICT P
o o rctner
NT T Communications Enggi..ggiamfsefmfi.
T

Copyright © NTT Communications Corporation. All right reserved. 3 1



FIIE@-3 M-FW@D3

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,
Security Menu

Managed Firewall
Managed UTM

Managed WAF
Network-based Security

Managed WAF(Version2)

Managed Anti-Virus

Host-based Security Managed Virtual Patch

Managed Host-based Security Package

Copyright © NTT Communications Corporation. All right reserved.

Managed Firewall(Version2)
Managed UTM(Version2)

Order

Operation

Order Operation I

32

= A—
oz AE

.

\ETTCommum'caﬁons

Global ICT Partner

Innovative. Reliable. Seamless.




Fla2-3 M-FWDzs

[F)\AX] VNI NHDFT /A RZHT VY IULET.

FIAR oY &Lik—hk HY—ER HAZI-7A7 71N Fory ER

FINAT A A—LINE— v EUBA

HARTF HAZF—% 2 i

jp3_zonel-groupa
jp3_zonel-groupa

EEARID [O>2J001 20 )y OULFET,

FINA A aJ &L=k~ H#—EZX HAFR—7Q771) Fry hEE

@ FWUTM T 0y

FIA A [ FW/UTM

CARINMH ==

BEABIOAT > T NMEEHS Firewall Policy Z20Uw 2 UET,
A>T~ - Firewall Policy » Firewall Policy
EmARID Firewall Pollcy BECc LEM] Z2Z0UwvIOULET,

|rewall Poltcy

4 (= Networkmg

SiyInterface =
53 Routing ID E--

4 (=Firewall Policy
iz Firewall Policy

Copyright © NTT Communications Corporation. All right reserved. 33

Global ICT Partner

Jrrcmmun'catms Innovative. Reliable. Seamless.




FlED-3 M-FW@DEE

SREMEZANDLUT. UrRfF] 20Uy IULFET,

WEBZI A > S (Portd) D ATMEX FEEICIADE T,
153.xX.XX.254MD80FE N — MDD T I ADIGE. 172.16.100.100(CDestination NATE KU
ACLESTE I DRI —

ATV b X
ID L
Move rule
@ No Move (O Move before () Move after

Enable

8 == AAIlR —
B’ source R{E{I\Jﬂ—\ l\
Incoming Interface Portd -
Source Address  all - FETT RLR

%" Destination

Outgoing Interface Port5 ﬁ'{E {,E\IJH_:_ l\

Destination Address Type
(OAddress Object @ NAT Object

DNATRIICHERR LIzAT T O k

Destination NAT Port4DNAT_80 -,

Service HTTP -

Action ACCEPT -
NAT 0
Log Disable -

Comment
Y TER milobal ICT Partner I
nnovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 34



IEEZ AN LT,

FlED-3 M-FW@DEE

[RF] 20w DO UET.

HEBZT A > S (Portd) DAFMBIT T ERIC/ADET,
153.XX.XX.254MD443FE/N— hAD T I ADHE. 172.16.100.200(CDestination NATE KU

ACLEEE I DRUZ —

ATIz Ik

D 1

Move rule
@ No Move

Enable

5 source
Incoming Interface Portd

Source Address all

I Destination
Outgoing Interface

Destination Address Type

Destination NAT

Service HTTPS
Action ACCEPT
NAT O

Log Disable
Comment

(O Move before

ZEAR— b
- f

XIET LR

() Move after

Ports EERAR— b

(OAddress Object
Port4DNAT_443

@ NAT Object

DNATRIICHERR LIzAT T O k

Copyright © NTT Communications Corporation. All right reserved. 3 5

obal ICT Partner

Frrtl m"
an

ovative. Reliable. Seamless.



MEEZANDLTC. REF] 20UvIOULFET,
VPN-GWEZJ X > ~(Port6)DASMEF T EE(CIRDFET,

FIED-3 M-FWD

=Jur==—

o AE

192.168.30.254M80FE/R— "D I ADIZE. 172.16.100.100(Destination NATS KT

ACLEZE I DRUZ —

ATIz Ik

D 1

Move rule
@ No Move (O Move before () Move after

Enable

= o
& Source "ARA'{E{,E\IJT\_ l\
Incoming Interface Port6 bz

= XS5 RLXR

Source Address all

L% Destination
Outgoing Interface Port5 E'{%’fﬁ”ﬂ{_ l\
Destination Address Type "

(O Address Object (@ NAT Object
Destination NAT Port6DNAT_80

Service HTTP -

Action ACCEPT -
NAT O

Log Disable -
Comment

Copyright © NTT Communications Corporation. All right reserved. 36

DNATRIICHERR LIzAT T O k

obal ICT Partner

Frrtl m"
an

ovative. Reliable. Seamless.



MEEZANDLTC. [REF] 20UV OULFET,
VPN-GWZZJ X > ~(Port6)DASMEF T ER(CIRDFET,

FIED-3 M-FWD

=Jur==—

o AE

192.168.30.254M4438EMN— bND VI ADIEZE. 172.16.100.200(CDestination NATE KT

ACLEEE I DRUZ —

ATV b X
ID L
Move rule
@ No Move (O Move before () Move after

Enable

8 == AAIlR —
B’ source R{E{I\Jﬂ—\ l\
Incoming Interface Port6 bz
Source Address  all - FETT RLR

% Destination

Ay = o
Outgoing Interface Port5 ﬁ'{é'fﬁ”ﬂ_\_ l\
Destination Address Type
(OAddress Object @ NAT Object
Destination NAT Port6DNAT_443

DNATRIICHERR LIzAT T O k

Service HTTPS -

Action ACCEPT -
NAT O

Log Disable -
Comment

Copyright © NTT Communications Corporation. All right reserved. 37

obal ICT Partner

Frrtl m"
an

ovative. Reliable. Seamless.



3/\

L
~

g —
. i Global ICT Partner
;Nrrcommun'catfons Innovative. Reliable. Seamless.

Copyright © NTT Communications Corporation. All right reserved. 38



FIEG VFWDA >4 —T T — Y

VFWDA > 5 —T 1 —XHIBFZBFELWZUET,

H—EXAZ31—m5 [U—II\—A>XZF>R] =#0IUw UL,
[O5DOR/YB—I)\— Ry ND—DOtFa2U5q] > [TJ7A47—JA4—)L] — [Brocade 5600
vRouter] =2 Uw O IZE0),

woda  ANLTLESZW B EAT2-DOFFIALE
2 F—GHER 2« O5TFRY—)— 2Ry PrI-T  xloT >xEZHULITEE h—
T—9HER
T L1 M
BI/BAY—iL TIBC
€oou

APTHEEE
FHIATAL ISy bIa—L iQuattro APl Gateway as a Service ¥ aitj Blﬁ_}(_ *‘y |""j_
FIEND—N—FFy b I —L Blue Prism Cloud JFaU5+
ISTR/Y—=I—
NAI—) A —

Y- F7APIA—I

vSRX

Brocade 5600 vRouter

TR—TRIFZ AT —

L

NFR—Z RUTM

YA—Z RWAF

> e P,
J‘I'TCommunicaﬁons IGlot:!alIrEL‘aerr]ne:'

Copyright © NTT Communications Corporation. All right reserved. 39



FIEG VFWD >4 — T T — Mk

1. J7AT7 04— IL—ENSHRVFWZEIR
2. J7ATIOA—INAAIIT—AIITNS, [WROA2IIT—ADER [v] &=
OUwoUT ORIy EDO—TDY] 7Z2:%iR

%dp0s4, dp0s5 T =EH.

= et e e | P ek 25

M A0vHE {F3HPFF  EnterpriseClud20 ZF7F—%
2 Rkl . O L P7FL 2 & S gy

By 5 L Z B& 2
dplsd 1 - - i DrAT DA =)A= T ATiRE v
dpdss - 2 - - i JraF B b =DM ATER

g TP
NT T Communications Floﬁ?”ﬁ.masﬂ?ef
——

Copyright © NTT Communications Corporation. All right reserved. 40



= ==

Fg® M-FWOD:ZTE
(A2 —T1T— ADEKIE

Global ICT Partner

Innovative. Reliable. Seamless.

L —

NT T Communications

41

Copyright © NTT Communications Corporation. All right reserved.



M-FWDA > —J 1T —ADKENBIEET I,

FlE@® M-FWDEE

https://sdpf.ntt.com/services/docs/network-based-

security/tutorials/rsts/security/operation/managed firewall utm v2/3110 interface single.

html
SDPFR—AILH 570X

J— I ANR— X% 1ER%. Smart Data Platform 7/R—&)LDAS v 1h— REE., FzFSFwv>a
M—R=2D—OAR-—X—EBEHED U—EXAZ31—1] #O0UvwOULET,

REQT—IAR—R

SOTest

%

[=wv bD—=21 = O K/H—)(—
Zy NDJD—=0OtFa3UF+a] D
Managed Firewallz o Uw 2O UFET,

Copyright © NTT Communications Corporation. All right reserved.

~O—

WHBR/MEY - ER 5= b/ERY—ERX 239K =K~ O-hNdy O

o Global ICT Partner
4\!rrcommun’catfons Innovative. Reliable. Seamless.

42



FlE@® M-FWDEE

Managed Firewall(Version2)® [Operation] Z2Uw 2O ULTLZE0)\,
Security Menu

Managed Firewall Order | Operation
Managed UTM

Managed WAF Order | Operation

Network-based Securi
Yy Managed Firewall(Version2) o Operationl

Managed UTM(Version2)

Managed WAF(Version2)
Managed Anti-Virus

Host-based Security Managed Virtual Patch Order | Operation
Managed Host-based Security Package

- Global ICT Partner

\!TTCommum'caﬁons Innovative. Reliable, Seamless.

Copyright © NTT Communications Corporation. All right reserved. 43



FlE@® M-FWDEE

[U—EX]->[D—27J0—]-> [UTM Port Management] Z=2oUwod3E, >4 —
J 1T —AHEDFHBEmAMEEET .
> > 0)UiEgRkDI5E.  [Cluster Port Management] AU [Cluster Route Management] (34&EF
LEBEA .

FI AR o7&aLx—H v—-EA DAFI=TAIFIN Frv Bl

=)0 — Fysak=FK | 9=270- | 2rva-USIBRSTOLR

> i lobal ICT P
NT T Communications lGob“aqumasrtrlne:'
R

Copyright © NTT Communications Corporation. All right reserved. 44



FlE@® M-FWDEE

BEHOREIFARY NI—DIEHRESBRIEE(C I DIE. HEXMRDT/I\A XTIV ITERLUT
[Get Network Info] #2Uw /2O UZEY,

® PORT_MNGT_NCS172

e e
AT—BA BN

¢ n - SAT2U—-
Aw7—37 Device 172 Backup completed successfully. Backup Status : ENDED Backup Message : BACKUP processed Backup Revisi--

[F R AF—HX] MEBRENFET . Get Network InfoDHX TN [H#RE] (CIRNUSIEERT T
g_o [GD_X‘]TFZﬁDT<7_:“é{/\O

BAUDART—HA

AT—8A BIR Bran 2]

2020-08-25 05:30:11 Get Network Info §

o Global ICT Partner
4 Nrrcommun,catfons Innovative. Reliable. Seamless.
T
Copyright © NTT Communications Corporation. All right reserved.

45




FlE@® M-FWDEE

SREHRDT/INA &IV OTERLU., [Manage Interfaces] Z#2Uwvw 2O UEY,

UTM Port Management FyZam—K D=970- ArTJa-uULIEHTOCA

D-770-48 QP9  we

AF -7 4D
Loy ewvioe 172 Back ornpleded sucoessfialy. Back stus . ENDED Back Messoge . BACKUP processed Backup Rewvis

[Manage Interfaces] DBIEAHEEI . Port 2,3(E [Manage Interfaces] DEIEI(C(IFTR RSN
FtHA. REUMRONR—bZIOUVIOTEIRUT, [RE] 20UV IUEY,

> - 5 P
JTTCommunicaﬁons Floﬁ?”ﬁlmaﬁ?ef

Copyright © NTT Communications Corporation. All right reserved. 46



FlE@® M-FWDEE

[Enable Port] ZF T WO I BDEETFEEZANTEET,
WEftET A > M(Portd) DA NEETFERICIRADET,
[RF] 20UV OUEYT, COBEMECRFUREITITEST/I\AR(SERATNEE A

=3

1=

Port port4

Enable Port - .

IP Address[CIDR]  153.XXX.XXX.254/29

MTU Size 1500

Network Id =
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2016-07-11 223242

2016-07-11 223246

2016-07-11 223246

2016-07-11 223547

2016-07-11 2238 52

2016-07-11 2236 58

2016071122371

2016-07-11 22.37.26

2016-07-11 223810

Lo

2016:07-11 223248

2016-07-11 223748

2016-07-11 223547

2016-07-11 223652

2016-07-11 22:36.58

20160711 22371

20160711 223726

201607112238 10

2016-07-11 223839

52

Device 724 shutdown Successhully

Token created successhully.
Toksn id : (Bedic05848942300088 1550280050

P Address inpuls venfied successhully

Pons detached successtully from the Server bb348814
Ch3b-447e-03a8-00M857 o300

Ports crealed successiully,

Port Id: lTT5e8-012-4937-abdc-e02eeecdalss
Portid: 09eeebfd-170c-4000-Baed-13005055024e
Partid” B010DIZI-ZCTI-4603-8003- 91787 c2ab1
Portld cB5d7Th30-J02c-4423-9TH5-829¢C1 383281
Pot1d: B2a30402-0202-4a83-ac0f-ColBcad3704(
Poit 1d. eS04097T-8e70-4197-94a5-383200430%00
Port 1d: 2a72235c-ab1i-4af0-a0a2- 1405226129

Ports atached successhully o the Server bb348914-
cb3b-4678-0830-06f397 celBed

Opensiack Server DDI4B914-CHAD-4678-
BEal-0LEI7 ce2dea started sUCCRSSMINY
Server Status | ACTIVE

TaskState . -

Power State | Running

1P Address 100.65.95 31 15 now reachable from M34,
PING Status - OK

Ports updated successfully on Forbgate Device 724
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